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1.0 Scripting Administrative Tasks in MarkLogic Server

This guide describes how to use the administration APIsto create scripts that configure and
manage the operation of MarkLogic Server on your system. Thisguideisintended for atechnical
audience, specifically the system administrator in charge of MarkL ogic Server.

Thetopicsin this chapter are:

¢ The Administration APIs

* Common Use Cases

e Chapter Summary

1.1 The Administration APIs

The APIs most often used to automate administrative operations are summarized in the tables
bel ow.

Built-in Functions

Admin (xdmp:) This API provides functions for database and forest maintenance and
file system access.

Security (xdmp:) This API provides functions for getting information on users, roles, and
document access permissions.

Library Module Functions

Admin (admin:) This API provides functions for creating, configuring, and deleting
forests, databases, hosts, groups, and App Servers. Specific usage
information for this API is provided in the next chapter, “Using the
Admin API” on page 9.

Security (sec:) This API provides functions for creating, configuring, and deleting
users, roles, amps, and privileges.

PKI (pki:) This API provides functions for creating, configuring, and deleting the
SSL objects used for secure accessto App Servers.
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1.2 Common Use Cases

The MarkLogic Server Admin APIs provide aflexible toolkit for creating new and managing
existing configurations of MarkLogic Server.

The common use cases of the Admin APIsinclude.

» Configuring multiple, identical instances of MarkLogic Server (across a cluster or
multiple clusters and/or to maintain consistency between dev/cert/test/prod
environments).

» Automating Server Maintenance. For example, backups based on criteria other than a
schedule.

» Managing server resources. For example, delete-only forest rotation.

* Making Bulk Updatesto Server Configuration. For example, changing roles acrossalarge
subgroup of users.

» Generating notifications (log and/or email) for specific server events.

The chapters “ Server Configuration Scripts’ on page 21, “ Sample Configuration Program” on
page 39, and “ Server Maintenance Operations’ on page 76 provide code samples that
demonstrate the various uses of the MarkL ogic Server Administration APIs.

1.3 Chapter Summary

The Using the Admin API chapter describes the fundamentals of using the Admin and other APIs
that allow you to perform administrative operations on MarkLogic Server.

The Server Configuration Scripts chapter demonstrates how to write simple scripts that create and
configure MarkL ogic Server objects.

The Sample Configuration Program chapter describes the modules that make up the Sample
Configuration Program, which creates an entire configuration that supports the Oscars Explorer
application described in Using the Oscars Sample Application in the Application Builder Developer’s
Guide.

The Server Maintenance Operations chapter describes how to write scripts to monitor and manage
an existing MarkL ogic Server configuration.
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2.0 Using the Admin API

MarkL ogic Server includesan Admin Library Module that provides X Query functionsthat enable
you to perform many administrative tasks on MarkLogic Server. With the Admin API, you can
write XQuery programsto create or modify databases, forests, App Servers, and perform all kinds
of administrative and configuration tasks on MarkL ogic Server.

The Admin API is different from the other administrative APIslisted in “ The Administration
APIS’ on page 7 in that the Admin API functions operate on an in-memory cluster configuration
that is extracted from and then saved to the configuration files on the server’sfile system. This
design impacts what configuration tasks you can accomplish within a single transaction, as
described in “ Transactional Considerations When Using the Admin API” on page 10 and
“Techniques for Making Multiple Changes to a Configuration” on page 12.

This chapter describes how you can use the Admin API to perform administrative tasks for
MarkLogic Server, and includes the following sections:

e Tasks You Can Perform Using the Admin API

* Transactional Considerations When Using the Admin API

e Privileges Required For Running Admin APIs

* General Steps for Scripting Administrative Tasks

e Techniques for Making Multiple Changes to a Configuration

e Sequence for Creating Server and Security Objects

e Sequence for Deleting Server and Security Objects

e Executing Queries in Select Databases

2.1 Tasks You Can Perform Using the Admin API
The Admin API provides an alternative way to make configuration changes to MarkLogic Server

compared to using the Admin Interface. The Admin API isalarge library of XQuery functions,
providing a programmatic interface to do most things that the Admin Interface does, including:
* Creating and modifying databases
* Creating and modifying forests
» Creating and modifying groups
» Creating and modifying app servers
» Modifying host configurations
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2.2 Transactional Considerations When Using the Admin API

The Admin API modifies MarkLogic Server configuration files that are stored on the file system,
not in a database. Because the configuration files are not stored in a database, database-level
locking does not occur on the configuration files and the transactional semantics are different
from updates to a database. For this reason, only one process should update the configuration files
at atime:

*  Only run one Admin API script that modifies the configuration at atime; do not have
concurrent users simultaneously modifying the configuration.

* No other session should modify the configuration with the Admin Interface concurrent to
modifying the configuration with the Admin API.

Additionally, avoid doing multiple save operations to the configuration filesin the same
transaction. Instead, perform each step in memory before passing the changed configuration to the
next function, as described in “ Techniques for Making Multiple Changes to a Configuration” on

page 12.

2.3 Privileges Required For Running Admin APIs
The APIsin the Admin Library module are protected by the following two execute privileges:

e http://marklogic.com/xdmp/privileges/admin-module-read

e http://marklogic.com/xdmp/privileges/admin-module-write

Any user who runs XQuery code containing the Admin API functions needs the to have the first
privilege (viaarole) for reading anything in the configuration and needs both privileges for
writing anything to the configuration. This allows you control access to your configuration
information. For details about security in MarkLogic Server, see Understanding and Using
Security Guide.

2.4 General Steps for Scripting Administrative Tasks

Because the Admin API isimplemented as an X Query module, you can write XQuery programs
which will modify your MarkLogic Server configuration. Without using the Admin API, you
must use the Admin Interface to perform most administrative tasks.

This section outlines the general steps needed to execute functionsin the Admin API. These steps
assume you are running against either an HTTP App Server or an XDBC App Server using XCC
to issue the XQuery requests. This section includes the following parts:

e Importing the Admin Library Module

¢ Getting the Current Configuration in Memory

* Techniques for Making Multiple Changes to a Configuration

¢ Saving the Configuration Changes

* When Separate Transactions are Needed
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2.4.1 Importing the Admin Library Module

Because the Admin API isan XQuery library module, you must import it into your XQuery
program. The Admin APl isinstalled in the <marklogic-dir>/Modules/MarkLogic/admin.xqy file.
To import the Admin APl module, include the following in your XQuery prolog:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xgy";

2.4.2 Getting the Current Configuration in Memory

The admin:get-configuration function gets an in-memory representation of the configuration for
the purpose of modifying the configuration. It is designed to only be used with the Admin AP,
not to get the configuration for other purposes. To optimize performance, the
admin:get-configuration function gets only the configuration information it needs to process
configuration information in a given XQuery request. The configuration information isan XML
structure, and it is designed to be used in conjunction with the other Admin API functions; do not
try and use the admin:get-configuration function outside of the scope of the Admin API.

Thetypical design pattern to get the configuration is to get the configuration once per XQuery
request and bind its value to a variable (for example, in the 1et clause of arLwor expression).
Then you can use that variable through the query to refer to the configuration. Do not try and
change the XML representation returned from the admin:get-configuration function.

Note: Becauseit isoptimized to only get the parts of the configuration it needs to make a
set of Changes, you might find that the admin:get-configuration function
sometimes returns an empty element if you run it without performing any other
functions. It is designed to be used only with the Admin API functions.

2.4.3 Saving the Configuration Changes

Once you use the various APIs to modify the configuration, you must save the configuration to
make it take effect in the MarkL ogic Server cluster. There are two APIs to save the configuration:

e admin:save-configuration

e admin:save-configuration-without-restart

Both functions take a configuration element, and then save that element to the configuration files.
The configuration file changes are propagated to the entire cluster. The difference between the
two functionsisthat the first one will automatically restart any MarkL ogic Server instances when
the configuration changes are “cold” and require arestart. The
admin:save-configuration-without-restart function does not automatically restart MarkLogic
Server; if arestart is needed for the changes to take effect, it returns the host 1Ds of the hosts
needing arestart; if no restart isrequired, it returns the empty sequence.

You should only call these functions (one or the other of two) once per XQuery program (that is,
once per transaction).
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2.5 Techniques for Making Multiple Changes to a Configuration

When writing a program that creates an entire configuration, it is most efficient to write modules
that create and configure multiple server objects. This section describes some useful techniquesto
use when writing modul es that make multiple changes to a configuration. The topics are:

e Saving versus Passing the Configuration

* Creating and Configuring Objects in a Single Transaction

* Making Transactions Idempotent

¢ When Separate Transactions are Needed

2.5.1 Saving versus Passing the Configuration

There are anumber of ways to manage multiple changes to the configuration. The simplest, but
most cumbersome, approach is to get and save the configuration for each aamin functionin a
separate transaction. For example:

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let Sconfig := admin:get-configuration/()
return admin:save-configuration (admin:function-call-1(Sconfig, ....));

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let Sconfig := admin:get-configuration/()
return admin:save-configuration (admin:function-call-2($Sconfig, ....));
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Another approach is to pass the configuration returned from a previous admin function to the next
admin function. For example, in the following pseudo-code example, the sconfig variable
returned from admin:get-configuration holdstheinitial configuration of MarkLogic Server. The
sconfig variableis progressively updated asit is returned from each admin function and passed
asinput to the next admin function. Thefinal sconfig variable holdsthe configuration from all of
the admin function callsand is saved by admin:save-configuration.

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xgy";

(: Get the configuration :)
let $config := admin:get-configuration ()

(: Update the configuration :)

let Sconfig := admin:function-call-1($config, ....)
let Sconfig := admin:function-call-2($config, ....)
(: etc....... )

(: Save the configuration :)
return admin:save-configuration ($configs)

2.5.2 Creating and Configuring Objects in a Single Transaction

The admin: object-get-id functions (admin :forest-get-id, admin:database-get-id,
admin:group-get-id, admin:appserver-get-id, admin:host-get- id) alow you to create and
configure a server object in a single transaction. The main difference between the
admin:object-get-id functionsand their xdmp:object counterpartsisthat the
admin:object-get-id functions return object 1Ds from the configuration, whether it has been
saved or not, whereas their xamp : object counterparts return the object 1Ds of existing objectsin
MarkLogic Server. In thisway, the admin: object-get-ida functions provide afaster alternative to
what would otherwise be a need to create the object, save the configuration, configure the object,
and save the configuration.

For example, the following is an abbreviated version of the code shown in “Creating and
Configuring Databases in a Single Transaction” on page 26 :

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

(: Get the configuration :)
let $Sconfig := admin:get-configuration ()
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(: Add new database to the configuration :)

let sconfig := admin:database-create (
Sconfig,
"Sample-Database",
xdmp:database ("Security"),
xdmp:database ("Schemas") )

(: Obtain the database ID of “Sample-Database” :)
let s$Sample-Database := admin:database-get-id(
Sconfig,
"Sample-Database")
(: Attach the "SampleDB-Forest" forest to “Sample-Database” :)
let Sconfig := admin:database-attach-forest (
Sconfig,
$Sample-Database,

xdmp: forest ("SampleDB-Forest") )

(: Add an index to “Sample-Database” :)

let Srangespec := admin:database-range-element-index (
"string",
"http://marklogic.com/wikipedia™",
"name",
"http://marklogic.com/collation/",
fn:false() )
let sSconfig := admin:database-add-range-element-index (
Sconfig,
$Sample-Database,
Srangespec)
return

admin:save-configuration ($config)

Note: The IDsreturned by the admin:object-get-id functions should only be passed to
other functionsin the Admin library because they operate on the configuration of
objects, rather than the existing objectsin MarkL ogic Server. Functions outside
the Admin library only understand the existing objects in MarkL ogic Server.
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2.5.3 Making Transactions ldempotent

There may be circumstances in which you want to modify a configuration without the need to
uninstall it first. For example, you may want to update your configuration program to change an
App Server setting or add an index to a database without removing and reinstalling the entire
configuration. To enable this option, you need to write idempotent transactions, so that the
transaction doesn't fail if some of the objects already exist or have already been del eted.

For example, the transaction that creates and configures a database shown above in “ Creating and
Configuring Objectsin a Single Transaction” on page 13 will fail if any of the objectsit attempts
to create already exist. To make this transaction idempotent, you need to check for the existence
of objects before creating them. If an object exists, then no change is made to the configuration.
This alows you to modify the transaction later to create, modify, or delete individual objects
without the entire transaction failing.

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xgy";

declare namespace xdmpdb = "http://marklogic.com/xdmp/database";

(: Get the configuration :)
let $config := admin:get-configuration ()

(: Get all of the existing databases :)

let $ExistingDatabases :=
for $id in admin:get-database-ids ($config)
return admin:database-get-name ($config, $id)

(: Check to see if "Sample-Database" already exists.
If not, create new database :)

let Sconfig :=

if ("Sample-Database" = $ExistingDatabases)

then $config

else

admin:database-create (

Sconfig,
"Sample-Database",
xdmp:database ("Security"),
xdmp:database ("Schemas") )

(: Obtain the database ID of “Sample-Database” :)
let $Sample-Database := admin:database-get-id(

Sconfig,
"Sample-Database")
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(: Get all of the forests attached to “Sample-Database” :)

let $AttachedForests :=
admin: forest-get-name (
Sconfig,
(admin:database-get-attached-forests(
Sconfig,
$Sample-Database) ))

(: Check to see if the "SampleDB-Forest" forest is already attached
to “Sample-Database”. If not, attach the forest to the database :)

let sSconfig :=

if ("SampleDB-Forest" = SAttachedForests)
then sSconfig
else
admin:database-attach-forest (
Sconfig,

$Sample-Database,
xdmp: forest ("SampleDB-Forest") )

(: Define a new range element index :)

let Srangespec := admin:database-range-element-index (
"string",
"http://marklogic.com/wikipedia™",
"name",
"http://marklogic.com/collation/",
fn:false() )

(: Get the existing range element indexes for “Sample-Database” :)

let SExistingREindexes :=
fn:data (admin:database-get-range-element-indexes (
Sconfig,
$Sample-Database) /xdmpdb:localname)

(: Check to see if the "“name” range element index already exists
for "Sample-Database". If not, add the index :)

let Sconfig :=

if ("name" = $SExistingREindexes)

then sSconfig

else

admin:database-add-range-element-index (

Sconfig,
$Sample-Database,
Srangespec)

return
admin:save-configuration ($config)
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254 When Separate Transactions are Needed

There are cases where you must make configuration changes in separate transactions. If you are
creating a new object that isto be used by another object, each task must be done in a separate
transaction. For example, to create aforest and attach it to a database, you must first create the
forest and save the configuration in one transaction, then attach the forest to the database and save
the configuration in a separate transaction. Similarly, if you are deleting an object and then
deleting an object that uses that object, the deletes must occur and the configuration must be saved
in separate transactions.

You can define separate transactions in a single module by separating the transactions with
semi-colons. Alternatively you can create separate modules for each transaction or execute each
admin create/del ete function using adifferent-transaction iSolation of an xdmp:eval Or

xdmp : invoke.

Specifically, for the following functions, the forest/database/group must first exist or be
deleted/reassigned before calling the function or an exception is thrown:

Function Object Dependency
admin:database-attach-forest Forest must exist.
admin:appserver-set-database Content database must exist.

admin:appserver-set-modules-database M odul es database must exist.

admin:host-set-group Group must exist.

admin:http-server-create Group and databases must exist.
admin:xdbc-server-create Group and databases must exist.
admin:webdav-server-create Group and databases must exist.
admin:group-delete All hosts must be reassigned to another group.
admin:database-delete All app serversthat use the database must be

deleted or reassigned another database.

admin:forest-delete All databases that attach the forest must be
deleted or attached to another forest.

See “ Sequence for Creating Server and Security Objects’ on page 18 and “ Sequence for Deleting
Server and Security Objects’ on page 19 for the specific order in which objects should be created
and deleted. For details on transactions, see Understanding Transactions in MarkLogic Server in the
Application Developer’s Guide.
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2.6 Sequence for Creating Server and Security Objects
When configuring a complete MarkL ogic application environment, certain server objects must

exist before others can be created. The sequence for creating server objectsis shown in the
configure-server TUNCION iNthe configure-server.xqy Module in the sample configuration
program. The sequence for creating security objectsis shown in the insta11.xqy module.

In general, the sequence for creating new server objectsis:

1 Create and configure forests

2. Save configuration

3. Create and configure databases

4, Save configuration

5. Create and configure App Servers

6. Save configuration

You can create the security objects before, after or anything in between creating the server
objects.

If you are creating new roles and assigning them to new users, the sequence for creating the new
security objectsis:

1. Create roles

2. Create users

Release 4.2 —October, 2010 Scripting Administrative Tasks Guide—Page 18



MarkLogic Server Using the Admin API

2.7 Sequence for Deleting Server and Security Objects

The sequence for deleting server objects is demonstrated in the remove-server function inthe
configure-server.xqy Mmodule. The security objects, roles and users, can be deleted in any order.

In general, the sequence for deleting server objectsis the reverse order in which they were
created.

Note: Deleting an App Server automatically restarts MarkLogic Server. The
remove-server fUNCtiON USESthe admin:save-cont iguration-without-restart
function to defer the server restart until all of the operationsin the remove-server
have compl eted.

1. Delete App Servers

2. Save configuration without restarting server
3. Delete Databases

4, Save configuration without restarting server

5. Delete forests

6. Save configuration and restart server
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2.8 Executing Queries in Select Databases

By default, queries are executed in the database set for your App Server. For example, if you
configure your App Server as shown in “How to Execute the Sample Configuration Program” on
page 40, your queries are executed in the Documents database.

You can use the xdmp:eval OF xdmp:invoke function to execute queriesin a database other than
the database set for your App Server. The use of the xamp:eval function to execute queriesin the
Security and Sample-Modules databasesis demonstrated in the insta11.xqy modulein the sample
configuration program.

For example, you can create a module, named create-role.xqy, With the contents:
xquery version "1.0-ml";

module namespace
create-role="http://marklogic.com/sampleConfig/create-role";

import module namespace sec="http://marklogic.com/xdmp/security"
at "/MarkLogic/security.xqy";

declare function configure-roles()
sec:create-role (
"Temporary",
"Temporary worker access",
("filesystem-access"),
0,

("testDocument"))

Vi

You can then call the create-role.xqy mModule from the main module within an xdmp: eval
function with the <database> Option that specifies the Security database.

xdmp:eval (

'xquery version "1.0-ml";

import module namespace create-role=
"http://marklogic.com/sampleConfig/create-role"

at "create-role.xqy";

create-role:configure-roles() ',

0,

<options xmlns="xdmp:eval'">
<database>{xdmp:database ("Security") }</database>

</options>)
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3.0 Server Configuration Scripts

There are two basic approaches to creating and configuring server objects. One approach isto
write a separate X Query script for each new object, as shown in this chapter. The other approach
isto write a more comprehensive X Query program that creates all of the new server objects, as
shown in the chapter, “ Sample Configuration Program” on page 39. The approach you select will
depend on your individual needs. The script-per-object approach is useful when making minor
changes to an existing configuration. If your objective isto create a complete server
configuration, you will probably want to write a complete configuration program like the sample
configuration program.

The main topicsin this chapter are:

e Creating and Configuring Forests and Databases

* Creating and Configuring Groups

* Creating and Configuring App Servers

e Creating and Configuring Roles and Users

3.1 Creating and Configuring Forests and Databases

The general information on forests and databases is provided in the Forests and Databases
chaptersin the Administrator’s Guide.

The sample configuration modules that create and configure forests and databases are:
configure-server.xgqy and databases.xqy. The configure-server.xqy module specifies the
configuration-specific functions, which call the generic functions in the databases.xqy module.
This section shows individual XQuery scripts that perform similar tasks. For more examples on
how to use the Admin functions to modify your databases and monitor their operation, see
“Database Maintenance Operations’ on page 87.

Thetopicsin this section are:

e Creating Forests and Databases

e Attaching Forests to Databases

¢ Adding a Database Field and Included Element

e Adding Indexes to a Database

e Creating a Scheduled Backup of a Database

e Creating and Configuring Databases in a Single Transaction

¢ Deleting a Forest and Database

Note: Running the examplesin this section will modify your MarkLogic Server
configuration.
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3.1.1 Creating Forests and Databases

The following script creates two new forests, named sampleDB-Forest and
SampleModules-Forest and two new databases, named sample-Database and
sample-Modules. Notethat the sconfig variable holds the progressive configurations, each of
which is then passed as input to the next admin function, so that the return value held by the final
$config variable passed to admin:save-configuration containsthe configuration datafor all
of the new forests and databases.

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

(: Get the configuration :)
let $config := admin:get-configuration ()

(: Add new forests to the configuration :)

let $config := admin:forest-create(
Sconfig,
"SampleDB-Forest",
xdmp:host (), (
))
let $config := admin:forest-create(
Sconfig,
"SampleModules-Forest",
xdmp :host () ,

)

(: Add new databases to the configuration :)
let $config := admin:database-create (
Sconfig,
"Sample-Database",
xdmp :database ("Security"),
xdmp :database ("Schemas") )

let Sconfig := admin:database-create
Sconfig,
"Sample-Modules",
xdmp :database ("Security"),
xdmp :database ("Schemas") )

(: Save the configuration :)
return admin:save-configuration($config)
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3.1.2 Attaching Forests to Databases

The following script attaches the samp1eps-rorest forest to the sampie-patabase and the
SampleModules-Forest 10 the Sample-Modules database:

(: Now that the database and forest have been created, we can attach
the forest to the database. :)

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

(: Get the configuration with the new forest and database :)
let sSconfig := admin:get-configuration ()

(: Attach the forest to the database :)

let Sconfig := admin:database-attach-forest (
Sconfig,
xdmp:database ("Sample-Database") ,
xdmp : forest ("SampleDB-Forest") )

let Sconfig := admin:database-attach-forest (
Sconfig,
xdmp:database ("Sample-Modules") ,
xdmp: forest ("SampleModules-Forest"))

(: Save the configuration :)
return admin:save-configuration(Sconfig)

3.1.3 Adding a Database Field and Included Element

As described in Overview of Fields in the Administrator’s Guide, fields enable usersto query
portions of a database based on elements. If afield is configured with an included element, that
element isindexed by the field so that the included element is also searched when searching for
the field.

The following script adds the 'wiki-suggest' field to the Sample-Database.

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqgy";

(: Get the configuration with the new database :)

let Sconfig := admin:get-configuration/()
let $dbid := xdmp:database ("Sample-Database")
let sfieldspec := admin:database-field("wiki-suggest", fn:false())

return admin:save-configuration (
admin:database-add-field(Sconfig, $dbid, sfieldspec))
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This script adds name as an included element to the wiki-suggest field :

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

(: Get the configuration with the new field :)

let Sconfig := admin:get-configuration ()

let $dbid := xdmp:database ("Sample-Database")

let sfieldspec := admin:database-included-element (
"http://marklogic.com/wikipedia™",
"name",
1.0,

mn
’

mn
’

n Il)

return admin:save-configuration (
admin:database-add-field-included-element (
Sconfig,
$dbid,
"wiki-suggest",
Sfieldspec) )

3.1.4 Adding Indexes to a Database

As described in Understanding Element and Attribute Range Indexes in the Administrator’s Guide,
you can create range indexes on elements or attributes of type xs:string to accelerate the
performance of queries that sort by the string values.

The following script sets arange element index for the name element in the sample-patabase
database:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()
let $dbid := xdmp:database ("Sample-Database")
let Srangespec := admin:database-range-element-index (
"string",
"http://marklogic.com/wikipedia™",
"name",
"http://marklogic.com/collation/",
fn:false() )

return admin:save-configuration (
admin:database-add-range-element-index (
Sconfig,
$dbid,
Srangespec) )
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The following script sets arange element attribute index for the year attribute of the nominee
element in the Sample-Database database:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()
let $dbid := xdmp:database ("Sample-Database")
let S$rangespec := admin:database-range-element-attribute-index (
"gYear",
"http://marklogic.com/wikipedia™",
"nominee",
"year",
fn:false())

return admin:save-configuration (
admin:database-add-range-element-attribute-index(
Sconfig,
S$dbid,
Srangespec) )

3.1.5 Creating a Scheduled Backup of a Database

The following script creates a weekly backup of the samp1e-patabase database and addsit to the
configuration:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()
let s$database := xdmp:database ("Sample-Database")
let s$backup := admin:database-weekly-backup (
"c:/backup-dir",
"monday",
xs:time ("09:45:00"),
10,
true (),
true (),
true())

return

admin:save-configuration (
admin:database-add-backup ($Sconfig, $database, $backup))
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3.1.6 Creating and Configuring Databases in a Single Transaction

In this example, we create and configure the same databases as in the previous sections. Only the
databases are created and configured in asingle transaction. As described in * Creating and
Configuring Objectsin a Single Transaction” on page 13, we use the admin:database-get-id
function to obtain the database | Ds after creating the databases to configure the newly created
databases in the same transaction. This exampleis abbreviated for the sake of ssimplicity and does
not check for existing objects, as described in “Making Transactions |dempotent” on page 15.

Note: This exampl e assumes the forests, SampleDB-Forest and SampleModules-Forest,
have been already been created in a separate transaction.

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xgy";

(: Get the configuration :)
let $config := admin:get-configuration ()

(: Add new databases to the configuration :)

let $config := admin:database-create (
Sconfig,
"Sample-Database",
xdmp :database ("Security"),
xdmp :database ("Schemas") )

let $config := admin:database-create (
Sconfig,
"Sample-Modules",
xdmp :database ("Security"),
xdmp :database ("Schemas") )

(: Obtain the database IDs to configure the databases :)

let $Sample-Database := admin:database-get-id(
Sconfig,
"Sample-Database")

let $Sample-Modules := admin:database-get-id(
Sconfig,
"Sample-Modulesg")

(: Attach the forest to the database. :)
let $Sconfig := admin:database-attach-forest(
Sconfig,

$Sample-Database,
xdmp: forest ("SampleDB-Forest"))
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let $config := admin:database-attach-forest (
Sconfig,
$Sample-Modules,
xdmp: forest ("SampleModules-Forest"))

(: Add a 'wiki-suggest' field to the Sample-Database :)

let sfieldspec := admin:database-field(
"wiki-suggest",
fn:false())

let sSconfig := admin:database-add-field(
Sconfig,
$Sample-Database,
Sfieldspec)

(: Add included elements to 'wiki-suggest' field :)

let sSincfieldspec := admin:database-included-element (
"http://marklogic.com/wikipedia™",
"name",
1.0,
n II)

let Sconfig := admin:database-add-field-included-element (
Sconfig,

$Sample-Database,
"wiki-suggest",
Sincfieldspec)

(: Add indexes to the Sample-Database :)

let Srangespec := admin:database-range-element-index (
"string",
"http://marklogic.com/wikipedia™",
"name",
"http://marklogic.com/collation/",
fn:false() )

let Sconfig := admin:database-add-range-element-index (
Sconfig,
$Sample-Database,
Srangespec)

let Srangespec := admin:database-range-element-attribute-index(
"gYear",
"http://marklogic.com/wikipedia™",

"nominee",

mn
1

Ilyearll ,

mn
1

fn:false())
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MarkLogic Server
let $config := admin:database-add-range-element-attribute-index (
Sconfig,
$Sample-Database,
Srangespec)

(: Configure a scheduled backup of the Sample-Database :)

let sSbackup := admin:database-weekly-backup (
"c:/backup-dir",
"monday",
xs:time ("09:45:00"),
10,
true (),
true (),
true())

let sSconfig := admin:database-add-backup (

Sconfig,
$Sample-Database,
Sbackup)

return
admin:save-configuration ($config)
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3.1.7 Deleting a Forest and Database

The following script deletes the forest and database created in “ Creating and Configuring
Databases in a Single Transaction” on page 26:

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

(: Get the configuration :)
let $config := admin:get-configuration/()

(: Delete the database from the configuration :)
let Sconfig := admin:database-delete (
Sconfig,
admin:database-get-id(Sconfig, "Sample-Database"))

let Sconfig := admin:database-delete (
Sconfig,
admin:database-get-id(sconfig, "Sample-Modules"))

(: Save the configuration :)
return admin:save-configuration(Sconfig) ;

(: Now that the database has been deleted, we can delete the forest :)

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

(: Get the configuration with the deleted database :)
let sconfig := admin:get-configuration ()

(: Delete the forest from the configuration :)

let Sconfig := admin:forest-delete(
Sconfig,
admin: forest-get-id($Sconfig, "SampleDB-Forest"),
fn:true())

let Sconfig := admin:forest-delete(
Sconfig,
admin: forest-get-id($config, "SampleModules-Forest"),
fn:true())

(: Save the configuration :)
return admin:save-configuration(Sconfig)
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3.2 Creating and Configuring Groups
The general information on groups is provided in the Groups chapter in the Administrator’s Guide.

The sample configuration module that creates and configures groups is groups.xqy. Though the
code exists from creating a new group, it is not called by the configure-server.xqy module because
the samp1e-server iscreated in the existing Default group. This section shows individual XQuery
scripts that create and configure groups. See “ Group Maintenance Operations’ on page 76 for
more examples on how to use the Admin functions to modify your groups and monitor their
operation.

Thetopicsin this section are:

e Creating a Group

e Enabling Auditing on a Group

e Creating a New Namespace for a Group

e Creating and Configuring a Group in a Single Transaction

e Deleting a Group

3.2.1 Creating a Group
The following script creates a new group, named sample:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $Sconfig := admin:get-configuration ()
return

admin:save-configuration (
admin:group-create ($config, "Sample"))
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3.2.2 Enabling Auditing on a Group

Thefollowi ng script enables auditi ng of user-configuration-change and user-role-addition
events on the samp1e group:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()
let $groupid := admin:group-get-id($config, "Sample")

(: Set user-configuration-change and user-role-addition events to be
audited in the “Sample” group. :)

let sSconfig :=
admin:group-enable-audit-event-type (
Sconfig,
Sgroupid,
("user-configuration-change", "user-role-addition"))

(: Enable auditing for the “Sample” group. :)

return
admin:save-configuration (
admin:group-set-audit-enabled ($config, Sgroupid, fn:true()))

3.2.3 Creating a New Namespace for a Group
The following script creates a new namespace, named myprefix, and adds it to the samp1e group:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $Sconfig := admin:get-configuration ()
let $groupid := admin:group-get-id($config, "Sample")
return

admin:save-configuration (
admin:group-add-namespace (
Sconfig,
Sgroupid,
admin:group-namespace ("myprefix", "http://myuri/namespace")))
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3.2.4 Creating and Configuring a Group in a Single Transaction

In this example, we create and configure the same group as in the previous sections. Only the
group is created and configured in asingle transaction. As described in “ Creating and Configuring
Objectsin a Single Transaction” on page 13, we use the admin: group-get-id function to obtain
the group ID after creating the group to configure the newly created group in the same transaction.
This example is abbreviated for the sake of simplicity and does not check for existing objects, as
described in “Making Transactions |dempotent” on page 15.

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration ()

(: Create the “Sample” group :)
let Sconfig := admin:group-create($config, "Sample")

(: Obtain the group ID to configure the group :)
let $SampleGroup := admin:group-get-id($config, "Sample")

(: Set user-configuration-change and user-role-addition events to be
audited in the “Sample” group. :)

let Sconfig := admin:group-enable-audit-event-type (
Sconfig,
$SampleGroup,
("user-configuration-change", "user-role-addition"))

(: Enable auditing for the “Sample” group. :)
let $config := admin:group-set-audit-enabled(
Sconfig,
$SampleGroup,
fn:true())

(: Add a namespace to the “Sample” group. :)

let S$config := admin:group-add-namespace (
Sconfig,
S$SSampleGroup,
admin:group-namespace ("myprefix", "http://myuri/namespace"))

return admin:save-configuration($config)
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3.25 Deleting a Group

The following script deletes the group created in * Creating and Configuring a Group in aSingle
Transaction” on page 32:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()

return admin:save-configuration (
admin:group-delete (
Sconfig,
admin:group-get-id($Sconfig, "Sample")))

3.3 Creating and Configuring App Servers

The general information on App Serversis provided in the HTTP Servers, XDBC Servers, and
WebDAV Servers chaptersin the Administrator’s Guide.

The sample configuration modules that create and configure App Servers are: configure-server.xgy
and groups.xgy. The configure-server.xgy module specifies the configuration-specific functions,
which call the generic functionsin the groups.xay module. This section shows individual XQuery
scripts that perform similar tasks. See“ App Server Maintenance Operations’ on page 82 for more
examples on how to use the Admin functions to modify your App Servers and monitor their
operation.

This section describes:

e Creating an App Server

e Setting a URL Rewriter on an App Server

* Setting the Concurrent Request Limit on an App Server

e Enabling Display Last-Login on an App Server

* Creating and Configuring an App Server in a Single Transaction

¢ Deleting an App Server
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3.3.1 Creating an App Server

The following script creates anew HTTP server in the sampie group, named sample-server, at
port soi6. Theapplication/ directory istheroot, the sampie-patabase isthe content database and
sample-Modules 1S the modules database:

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xgy";

(: Get the configuration :)
let Sconfig := admin:get-configuration/()

(: Get the group under which to create the App Server :)
let $groupid := admin:group-get-id($config, "Sample")

(: Add the new App Server to the configuration :)
let S$server := admin:http-server-create (

Sconfig,

Sgroupid,

"Sample-Server",

"application/",

8016,

admin:database-get-id($Sconfig, "Sample-Modules"),

admin:database-get-id($Sconfig, "Sample-Database"))

(: Save the configuration :)
return admin:save-configuration ($server) ;

3.3.2 Setting a URL Rewriter on an App Server

The following script sets the rewriter.xqy module to rewrite the URL from clientsto an internal
URL:

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqgy";

(: Get the configuration containing the new App Server :)
let Sconfig := admin:get-configuration/ ()

(: Get the group for the App Server :)
let S$groupid := admin:group-get-id($config, "Sample")

(: Set the URL rewriter :)

let Surlrewriter := admin:appserver-set-url-rewriter (
Sconfig,
admin:appserver-get-id($Sconfig, S$groupid, "Sample-Server"),
"rewriter.xqy")
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(: Save the configuration :)
return admin:save-configuration ($Surlrewriter)

3.3.3 Setting the Concurrent Request Limit on an App Server

The following script sets the Concurrent Request Limit for the “ Sample-Server” App Server to
15:

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()
let s$groupid := admin:group-get-id($config, "Sample")
return

admin:save-configuration (
admin:appserver-set-concurrent-request-limit (
Sconfig,
admin:appserver-get-id($config, Sgroupid, "Sample-Server"),

5))

3.34 Enabling Display Last-Login on an App Server

The following script enables Display Last Login on the “ Sample-Server” App Server, using the
“Last-Login” database:

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()

let s$groupid := admin:group-get-id($config, "Sample")

let sSconfig2 := admin:appserver-set-last-login (
Sconfig,

admin:appserver-get-id(Sconfig, Sgroupid, "Sample-Server"),
xdmp:database ("Last-Login"))

return admin:save-configuration (
admin:appserver-set-display-last-login (
Sconfig2,
admin:appserver-get-id($config, Sgroupid, "Sample-Server"),
fn:true()))
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3.3.5 Creating and Configuring an App Server in a Single Transaction

In this example, we create and configure the same App Server as in the previous sections. Only
the App Server is created and configured in a single transaction. As described in “Creating and
Configuring Objectsin a Single Transaction” on page 13, we use the admin:appserver-get-id
function to obtain the App Server ID after creating the App Server to configure the newly created
App Server in the same transaction. This exampleis abbreviated for the sake of simplicity and
does not check for existing objects, as described in “Making Transactions | dempotent” on

page 15.

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

(: Get the configuration :)
let $Sconfig := admin:get-configuration ()

(: Get the group under which to create the App Server :)
let $groupid := admin:group-get-id($config, "Sample")

(: Add the new App Server to the configuration :)
let Sconfig := admin:http-server-create

Sconfig,

Sgroupid,

"Sample-Server",

"application/",

8016,

admin:database-get-id(Sconfig, "Sample-Modules"),

admin:database-get-id(Sconfig, "Sample-Database"))

let $Sample-Server := admin:appserver-get-id(
Sconfig,
$Sgroupid,
"Sample-Server")

(: Set the URL rewriter :)

let Sconfig := admin:appserver-set-url-rewriter (
Sconfig,
$Sample-Server,
"rewriter.xqy")

let Sconfig := admin:appserver-set-concurrent-request-limit (
Sconfig,
$Sample-Server,
15)
let Sconfig := admin:appserver-set-last-login (
Sconfig,

$Sample-Server,
xdmp :database ("Last-Login"))
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let sconfig := admin:appserver-set-display-last-login (
Sconfig,
$Sample-Server,
fn:true())

return admin:save-configuration($config)

3.3.6 Deleting an App Server

Thefollowing script deletesthe HTTP server created in “ Creating and Configuring an App Server
in a Single Transaction” on page 36:

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

(: Get the configuration :)
let $config := admin:get-configuration/()

(: Get the group from which to delete the App Server :)
let Sgroupid := admin:group-get-id($config, "Default")

(: Delete the App Server from the configuration :)
let sSconfig := admin:appserver-delete (
Sconfig,
admin:appserver-get-id($config, Sgroupid, "Sample-Server"))

(: Save the configuration :)
return admin:save-configuration(Sconfig)

3.4 Creating and Configuring Roles and Users

The general information on users and rolesis provided in the Security Administration chapter in the
Administrator’s Guide.

The sample configuration module that creates and configures roles and usersis:
configure-security.xqy. This section shows an individual X Query script that creates a new role,
named Temporary, and two new users, named tom and sue. The new roleis given the default
collection, testDocument, andis assgned the privilege, unprotected-collections. Jm isgiven
the default permission, security (read). See* User Maintenance Operations’ on page 99 for more
examples on how to use the Security library functions to modify security objects and monitor
their operation.

Note: Security objects must be created in the Security database. See “Executing Queries
in Select Databases’ on page 20 for techniques on how to execute queriesin a
database other than the one set for your App Server.

Release 4.2 —October, 2010 Scripting Administrative Tasks Guide—Page 37



MarkLogic Server Server Configuration Scripts

(: run this against the Security database :)

xquery version "1.0-ml";
import module namespace sec="http://marklogic.com/xdmp/security"
at "/MarkLogic/security.xqy";

(: Create new role :)

sec:create-role(
"Temporary",
"Temporary worker access",
("filesystem-access"),

0,

("testDocument")) ;

(: Now that the role is created, we can assign it a new privilege and
assign the role to new users :)

xquery version "1.0-ml";
import module namespace sec="http://marklogic.com/xdmp/security"
at "/MarkLogic/security.xqy";

(: Add the ‘Temporary’ role to the list of roles with
‘unprotected-collections’ privilege :)

sec:privilege-add-roles (
"http://marklogic.com/xdmp/privileges/unprotected-collections",
"execute",
("Temporary")),

(: Create two new users with the role, ‘Temporary’. :)

sec:create-user (
"Jim",
"Jim the temp",
"newtemp",
"Temporary",
(xdmp:permission("security", "read")),

0),

sec:create-user (
"Sue",
"Sue the temp",
"newtemp",
"Temporary",
0,
())
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4.0 Sample Configuration Program

The sample configuration program uses the Admin APIsto construct a MarkLogic Server
configuration that supports the Oscars Explorer application described in Using the Oscars Sample
Application in the Application Builder Developer’s Guide.

The sample configuration program is located in MarkLogic/samples/admin. The objective of this
sample program is to educate users on the use of the Admin APIs. Though many parts of the code
can be reused, the modulesin this example are structured to highlight the use of the Admin API
functions. You, however, may want to structure your program to hide the complexities of the APIs
and define all of your configuration variables in a separate module or XML file, so that all
changes to the configuration can be made in one place.

Thetopicsin this section are:

e How to Execute the Sample Configuration Program

e Structure of the Sample Configuration Program

e install.xqy
* uninstall.xqy

* configure-server.xqy

* groups.xqy
e databases.xqy

e configure-security.xqy
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4.1 How to Execute the Sample Configuration Program

Before you can run the Sample Configuration Program, you must create an HT TP App Server that
has aroot path to the location of the program files.

To create an App Server for the Sample Configuration Program, do the following:
1 Open the Admin Interface and create anew HTTP App Server, as described in Creating a

New HTTP Server in the Administrator’s Guide. Set the App Server root to samples/admin
and assign it a unique port number, such as port soss in this example:

hitp server — A HTTP senver specification.

SEMVEr name

configure
The s=rver name.
root Samples/zdnmin

The root document directony pathname.

port* BO5E

The server socket bind interet port number.

modules {file system)

The datsbase that contains application modules.

database Documents

The datsbase name.

2. In abrowser window, open the insta11.xqy file at the App Server URL. For example:

http://localhost:8055/install.xqy

Y ou should see output like:

Server 1s Configured
Done loading XML data into Sample-Database

Done loading application data into Sample-Modules

Role IDs are:
1067450794701390527
10780693773632192097
8870937581372109438

User IDs are:
3884989588766400714

Users and Roles are Configured
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3. To start the sample application, enter: http://localhost:8016. YOU should see the Oscars
Explorer screen:

Oscar® Explorer

Welcome, gfurbush

SEARCH o
BROWSE
TOP PEOPLE TOP FILMS
James Stewart (2 Angels with Dirty Faces (1
ST Charles Laughton (1 Body and Soul (1
19405 (5 Gregory Peck | G.entleman 5 Agretem.ent 1
1930s (4 James Cagney (1 It's a Wonderful Life (1
John Garfield (1 Mr. Smith Goes to Washington (1
Orson Welles (1 The Best Years of Our Lives (1
MNominated (6 Victor McLaglen (1 The Informer (1

Won (3 The Private Life of Henry VIl (1

Load the full sample dataset (approximately 2 - 5 minutes; 20 MB download, ~2100 documents inserted)

Oscar® Explorer Help | Contact Mark Logic | Terms of Use ® 2009, Mark Logic Corporation
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4.2  Structure of the Sample Configuration Program
The sample configuration program consists of the modules illustrated below:

install.xqy uninstall.xqy Main Modules
= I L
configure-server.xqy load-data.xqy configure-security.xqy ﬁ%’:jb?gsra“ on

v I v ¥

groups.xqy databases.xqy setup-library.xqy Implementation

Modules

* install.xqy iSthe main module that calls the configuration-specific functionsin the
configure-server.xqy, configure-security.xgy, and 1oad-data.xqy modulesto create the sample
configuration and load the data into the databases.

* uninstall.xqgy IS the main module that calls the functions in the configure-server.xqy and
configure-security.xqy modules to remove the sample configuration.

» configure-server.xqy defines the configuration-specific functions that call the
implementation functions in the groups.xgy and databases.xgy modules to create and
configure the app server and databases needed to support the Oscars Explorer application.

*  configure-security.xqy contains the implementation functions that create and remove the
roles and users. The functionsin this module call the functions in the MarkL ogic Server
APlIs.

* groups.xgy contains the implementation functions for creating, configuring, and removing
groups and servers. The functions in this module call the functions in the MarkLogic
Server APIs and are general enough to be used to create configurations to support
applications other than Oscars Explorer.

» databases.xqy contains the implementation functions for creating, configuring, and
removing forests and databases. The functionsin this module call the functionsin the
MarkLogic Server APIs and are general enough to be used to create configurations to
support applications other than Oscars Explorer.

» load-data.xqy contains the functions that |oad the content database and application
module database. This module exists only to load the datain order to get the Oscars
application working and its implementation is outside the scope of this document.

» setup-library.xqy contains the generic code for logging status and errors.
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4.3 install.xqy

The install.xqy moduleisthe main module that calls the functions in the configure-server.xqy,
configure-security.xgy, and 1oadpata.xqy Modulesto configure the MarkLogic Server and load the
data needed to support the Oscars Explorer application. The functions in the configure-security.xqy
and 10adpata.xqy Modules are executed against their respective databases by calling them within
xdmp : eval functions with the <database> option. For more detail on executing queriesin a
database other than that assigned to the App Server, see “ Executing Queriesin Select Databases’
on page 20.

Note: The 1cadpata.xqy module is needed to load the application and content data into
the databases, but itsimplementation is not within the scope of this guide.

xquery version "1.0-ml";
import module namespace conf-server =
"http://marklogic.com/sampleConfig/conf-server"

at "configure-server.xqgy";

import module namespace grp="http://marklogic.com/sampleConfig/groups"
at "groups.xqgy";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

(: Get the cluster configuration :)
let $Sconfig := admin:get-configuration ()

(: Get the Security database used by the Admin AppServer :)
let $securityDB := grp:get-security-db($config, "Default", "Admin")

(: Create and configure the databases and server :)

let Sconfig := conf-server:create-forests(Sconfig)
let Sconfig := conf-server:create-databases ($config)
let Sconfig := conf-server:create-server ($Sconfig)

(: These variables define the functions that create new roles and
users and load the data into the databases. Each function is
then executed by xdmp:eval against a specific database :)

let Screate-roles:= !
xquery version "1.0-ml";
import module namespace conf-securitys=
"http://marklogic.com/sampleConfig/conf-security" at
"configure-security.xqy";
conf-security:configure-roles ()"
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let Screate-users := !
xquery version "1.0-ml";
import module namespace conf-security=
"http://marklogic.com/sampleConfig/conf-security"
at "configure-security.xqy";
conf-security:configure-users()"

let $load-XML := '
xquery version "1.0-ml";
import module namespace load-data =
"http://marklogic.com/sampleConfig/load-data" at "loadData.xqy";
load-data:load-sample-XML (
"C:/Program Files/MarkLogic/Assets/appbuilder/templates/oscars/data") '

let $load-modules := '

xquery version "1.0-ml";

import module namespace setup =
"http://marklogic.com/sampleConfig/setup-1ib"

at "setup-library.xqy";

import module namespace load-data =
"http://marklogic.com/sampleConfig/load-data" at "loadData.xqy";

load-data:load-sample-module ($setup: LOADDATA) '

return (

admin:save-configuration ($config),
"Server is Configured",

(: Call the above functions in their respective databases :)

xdmp:eval (
$load-XML,
0.
<options xmlns="xdmp:eval"s>
<database>{xdmp:database ("Sample-Database") }</database>
</options>),

xdmp:eval (
$load-modules,
0,
<options xmlns="xdmp:eval">
<database>{xdmp:database ("Sample-Modules") }</database>
</options>),

"Role IDs are:",
xdmp:eval (
Screate-roles,
()
<options xmlns="xdmp:eval">
<database>{S$securityDB}</database>
</options>),
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"User IDs are:",
xdmp:eval (
Screate-users,

0,

<options xmlns="xdmp:eval"s>
<database>{$securityDB}</database>

</options>),

"Users and Roles are Configured"

4.4 uninstall.xqy

Theuninstall.xqy module isthe main module that calls the functions in the configure-server.xay
and configure-security.xqy modules to remove the MarkL ogic Server objects created by the
install.xgy module. The functions in the configure-security.xgy module are executed against their
respective databases by calling them within xdmp : eval functions with the <database> option.

xquery version "1.0-ml";
import module namespace conf-server =
"http://marklogic.com/sampleConfig/conf-server"

at "configure-server.xqy";

import module namespace grp="http://marklogic.com/sampleConfig/groups"
at "groups.xgy";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let Sremove-users := '
xquery version "1.0-ml";

import module namespace conf-security =
"http://marklogic.com/sampleConfig/conf-security"
at "configure-security.xqgy";

conf-security:remove-users() '

let Sremove-roles := '
xquery version "1.0-ml";

import module namespace conf-security =
"http://marklogic.com/sampleConfig/conf-security"
at "configure-security.xqy";

conf-security:remove-roles ()

let $config := admin:get-configuration ()
let $securityDB := grp:get-security-db($config, "Default", "Admin")
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return (
xdmp:eval (Sremove-roles, (),
<options xmlns="xdmp:eval"s>
<database>{$securityDB}</database>
</options>),
xdmp:eval (Sremove-users, (),
<options xmlns="xdmp:eval"s>
<database>{$securityDB}</database>
</options>),
"Removed Users and Roles",
conf-server:remove-config(),

"Removed Server Configuration"

)
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4.5 configure-server.xqy

The configure-server.xqy module defines the high-level, configuration-specific functions that
call themore “generic” functionsin the groups.xqy and databases.xqy modulesto create, configure,
and delete the forests, databases and app server used by the Oscars Explorer application.

The functions in this module are:

e create-forests function

e create-databases function

e create-server function

e remove-config function

Before defining the functions, we define this modul€’'s namespace as conf -server and import the
following modules:

xquery version "1.0-ml";
(: Create/Remove Server/Database Configuration :)

module namespace conf-server =
"http://marklogic.com/sampleConfig/conf-server";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

import module namespace db=
"http://marklogic.com/sampleConfig/database" at "databases.xqy";

import module namespace grp=
"http://marklogic.com/sampleConfig/groups" at "groups.xqy";

import module namespace setup=

"http://marklogic.com/sampleConfig/setup-1ib"
at "setup-library.xqy";
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45.1 create-forests function
The create-forests function calls the functions in the databases.xqy module to create the forests:

declare function create-forests(Sconfig as element (configuration))

{
try {

(: Create forests :)

let Sconfig := db:create-forest (
Sconfig,
"SampleDB-Forest")

let Sconfig := db:create-forest (
Sconfig,
"SampleModules-Forest")

(: Save and return the configuration :)
return (
admin:save-configuration ($config),
Sconfig
)

} catch($e) {
setup:log(Se)
}

Vi

45.2 create-databases function

The create-databases function calls the functions in the databases.xqy module to create and
configure the databases to hold the application and content data for the Oscars Explorer
application.

declare function create-databases($config as element (configuration))

{

try {

(: Create databases :)

let S$config := db:create-database (
Sconfig,
"Sample-Database")

let sSconfig := db:create-database(

Sconfig,
"Sample-Modules")
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Attach forests to databases :)

let S$config := db:attach-forests(

Sconfig,
"Sample-Database",
"SampleDB-Forest")

let Sconfig :=db:attach-forests(

(:

Sconfig,
"Sample-Modules",
"SampleModules-Forest")

Add a 'wiki-suggest' field to the Sample-Database

let Sconfig := db:add-field(

(:

Sconfig,
"Sample-Database",
"wiki-suggest")

Add included elements to 'wiki-suggest' field :)

let sSconfig := db:add-field-included(

Sconfig,
"Sample-Database",
"wiki-suggest",
"name")

let sSconfig := db:add-field-included(

(:

Sconfig,
"Sample-Database",
"wiki-suggest",
"film-title")

Add indexes to the Sample-Database :)

let sSconfig := db:add-range-element-index(
Sconfig,
"Sample-Database",
"string",
"http://marklogic.com/wikipedia™",
"name")

let sconfig := db:add-range-element-index(
Sconfig,
"Sample-Database",
"string",

"http://marklogic.com/wikipedia™",
"film-title")

let Sconfig := db:add-range-element-attribute-index (
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Sconfig,

"Sample-Database",

"gYear",
"http://marklogic.com/wikipedia™",
"nominee",

"year",

n ll)
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let S$config := db:add-range-element-attribute-index(
Sconfig,
"Sample-Database",
"string",
"http://marklogic.com/wikipedia™",
"nominee",
"award",
"http://marklogic.com/collation/")

let Sconfig := db:add-range-element-attribute-index (
Sconfig,
"Sample-Database",
"string",
"http://marklogic.com/wikipedia™",
"nominee",
"winner",
"http://marklogic.com/collation/")

(: Save and return the configuration :)
return (
admin:save-configuration ($Sconfig),
Sconfig
)

} catch($e) {
setup:log(Se)
}
Vi
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453 create-server function

The create-server function calls the functionsin the groups.xgy module to create and configure
an HTTP App Server to support the Oscars Explorer application. Note that, rather than define the
app server settings as parameters, the create-server function in the groups.xqy module parses the
settings from the ¢server-contig XML node defined in this function.

declare function create-server (Sconfig as element (configuration))

{

try {

(: Create a node containing the basic server settings :)
let S$server-config :=

<http-servers>
<name>Sample-Server</name>
<port>8016</port>
<root>application/</root>
<modules>Sample-Modules</modules>
<database>Sample-Database</database>

</http-server>

(: Create the server :)

let Sconfig := grp:create-server
Sconfig,
$server-config,
"Default")

(: Set server error handler and url rewriter :)
let Sconfig := grp:set-error-handler (
Sconfig,
"Default",
"Sample-Server",
"error.xqy")

let Sconfig := grp:set-url-rewriter(
Sconfig,
"Default",
"Sample-Server",
"rewrite.xqgy")

(: Save and return the configuration :)
return (
admin:save-configuration ($config),
Sconfig
)

} catch($e) {
setup:log(Se)
}

Vi
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45.4 remove-config function

The remove-config function calls functions in the groups.xqy and databases.xqy modules to
remove the forests, databases, and app server created by the create-server and create-databases
functions.

declare function remove-config()

{

try {

(: Remove the app server :)

let S$config := admin:get-configuration/()
let S$config := grp:delete-server
Sconfig,
"Sample-Server",
"Default")
let $hostsl := admin:save-configuration-without-restart ($config)

(: Remove the databases :)

let S$config db:delete-database ($config, "Sample-Database")
let S$config := db:delete-database($config, "Sample-Modules")

let shosts2 admin:save-configuration-without-restart ($config)

(: Remove the forests :)
let S$config := db:delete-forest ($config, "SampleDB-Forest")
let S$config := db:delete-forest ($config, "SampleModules-Forest")

(: Save the configuration and restart MarkLogic server :)
return (admin:save-configuration ($config),
if (Shostsl, Shosts2)
then (
"Restarting Hosts -- wait until restart has completed befo
re accessing MarkLogic Server",
admin:restart-hosts ((Shostsl, S$hosts2))
)
else ()

)

} catch(se) {
setup:log(Se)
}

Vi
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4.6 groups.xqy

The groups . xqy module defines functions that call the aamin functions that create, configure, and
remove groups and app servers. The functions in this module are more “generic” than the
configuration-specific functions in the configure-server.xqy module that call them. Consequently,
the functionsin this module could be applied to avariety of configurations.

e The functionsin this modul e are:create-group function

e create-server function

e app server configuration functions

e get-security-db function

* delete-group function

e delete-server function

e set-host function

Each function in this module first checks for the presence of the object it isto create or remove
before taking any action. Thisis done to enable partial changes to be made to the configuration
without the entire transaction failing, as described in “Making Transactions |dempotent” on

page 15.

Before defining the functions, we define this modul €' s namespace as grp and import the following
modules:

xquery version "1.0-ml";

module namespace grp = "http://marklogic.com/sampleConfig/groups";
declare namespace error = "http://marklogic.com/xdmp/error";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

import module namespace setup =

"http://marklogic.com/sampleConfig/setup-1ib"
at "setup-library.xqy";
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4.6.1 create-group function

The create-group function first checks to see whether the specified groups exists. If not, it calls
the admin:group-create function to create the new group. Thisfunctionis not called any function
in the configure-server.xgy module, but could be used by other high-level modules to create another
configuration.

declare function create-group (
Sconfig as element (configuration),
SNewGroup as xs:string)

{

try {

let $log := setup:log(fn:concat ("creating group :", S$NewGroup))

(: Get all of the existing groups :)
let S$ExistingGroups :=
for $id in admin:get-group-ids(Sconfig)
return admin:group-get-name (Sconfig, $id)

(: Check to see if group already exists. If not, create new group :)
let Sconfig :=
if (SNewGroup = $ExistingGroups)
then $config
else admin:group-create($config, S$NewGroup)

return $config

} catch($e) {
setup:log(Se)
}

Vi

46.2 create-server function

The create-server function first checks to see whether the specified app server exists. If not, it
callsthe aamin functions to create and configure the new app server. The app server type (HTTR,

WebDAV, XDBC) is specified by the root element of the sserver-config node passed from the
configure-server.xqy module.

declare function create-server (
Sconfig as element (configuration),
Sserver as node (),
Sgroup-name as Xs:string)

{

try {

let $group-id := admin:group-get-id($config, $group-name)
let S$NewServer := fn:data($server/name)

let $root := fn:data($server/root)

let $port := xs:integer (fn:data($server/port))

let S$modules := fn:data($server/modules)
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let Smodule-id :=
if (Smodules eq "filesystem")

then 0
else xdmp:database ($Smodules)
let $database-id := xdmp:database (fn:data($server/database))

(: Get all of the existing servers :)
let SExistingServers :=
for $id in admin:get-appserver-ids ($Sconfig)
return admin:appserver-get-name (Sconfig, $id)

(: Check to see if server already exists. If not, create new server :)
let Sconfig :=
if (SNewServer = $ExistingServers)
then sSconfig
else
if (fn:name($server) eq "http-server")
then
create-http-server (
Sconfig,
Sgroup-id,
SNewServer,
Sroot,
Sport,
Smodule-id,
Sdatabase-1id)
else if (fn:name (Sserver) eq "xdbc-server") then
create-xdbc-server (
Sconfig,
Sgroup-id,
SNewServer,
Sroot,
Sport,
Smodule-id,
Sdatabase-1id)
else if (fn:name (Sserver) eq "webdav-server") then
create-webdav-server (
Sconfig,
Sgroup-id,
SNewServer,
Sroot,
Sport,
Sdatabase-1id)
else ()

return $config

} catch($e) {
setup:log(Se)
}
Vi
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declare function create-xdbc-server (
Sconfig as element (configuration),
Sgroup-id,
Sserver-name,
Sroot,
Sport,
Smodule-id,
Sdatabase-1id)
{

try {

let Sconfig := admin:xdbc-server-create
Sconfig,
Sgroup-id,
$server-name,
Sroot,
Sport,
Smodule-id,
Sdatabase-1d)

let $log := setup:log(fn:concat (
"Creating XDBC server ",
$server-name) )

return Sconfig

} catch($e) {
setup:log(Se)
}
Vi

declare function create-webdav-server (
Sconfig as element (configuration),

Sgroup-id,
$server-name,
Sroot,

Sport,

Sdatabase-1id)

{

try {

let sSconfig := admin:webdav-server-create (
Sconfig,
Sgroup-id,
$server-name,
Sroot,
Sport,
Sdatabase-1d)
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let $log := setup:log(fn:concat (
"Creating WebDAV server ",
Sserver-name) )

return S$config

} catch(s$e) {
setup:log(Se)
}
Vi

declare function create-http-server (
Sconfig as element (configuration),
Sgroup-id,
$server-name,
Sroot,
Sport,
Smodule-id,
Sdatabase-1id)
{

try {

let Sconfig := admin:http-server-create
Sconfig,
Sgroup-id,
$server-name,
Sroot,
Sport,
Smodule-id,
Sdatabase-1d)

let $log := setup:log(fn:concat (
"Creating HTTP server ",
$server-name) )

return S$Sconfig

} catch($e) {
setup:log(Se)
}
}i
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4.6.3 app server configuration functions

The functionsin this section configure the new app server. The admin: appserver-get-id function
isused to get the id of the app server from the configuration. This enables the calling functionsin
the configure-server.xgy module to configure the newly created app server before saving the
configuration to MarkLogic Server. For more details on the operation of admin:appserver-get-id
and similar functions, see Creating and Configuring Objects in a Single Transaction.

The following functions set the error handler and URL rewriter for the app server. Aswith all
other functionsin this module, we first check for the presence of an object before creating it.

declare function set-error-handler (
Sconfig as element (configuration),
Sgroup-name as xs:string,
Sserver-name as xs:string,
SErrorHandler as xs:string)

{

try {

let Sappserver-id :=
admin:appserver-get-id(
Sconfig,
admin:group-get-id($config, S$group-name),
Sserver-name)

(: Get all of the existing error handlers for this server :)
let SExistingHandler :=
admin:appserver-get-error-handler (
Sconfig,
Sappserver-id)

(: Check to see if error handler is already set. If not, set
error handler :)
let Sconfig :=
if (SErrorHandler = S$ExistingHandler)
then sSconfig

else
admin:appserver-set-error-handler (
Sconfig,
Sappserver-id,
SErrorHandler)
let $log := setup:log(fn:concat (

"Setting error handler ",
$server-name) )

return $config

} catch($e) {
setup:log(Se)
}
}i
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declare function set-url-rewriter (
Sconfig as element (configuration),
Sgroup-name as xs:string,
Sserver-name as xs:string,
SURLrewriter as xs:string)

{

try {

let Sappserver-id :=
admin:appserver-get-id(
Sconfig,
admin:group-get-id ($Sconfig,
Sgroup-name) ,
Sserver-name)

(: Get all of the existing URL writers for this server :)
let $ExistingURLrewriterr :=
admin:appserver-get-url-rewriter (
Sconfig,
Sappserver-id)

(: Check to see if URL writer is already set. If not, set URL writer :)
let Sconfig :=
if (SURLrewriter = $ExistingURLrewriterr)
then sSconfig

else
admin:appserver-set-url-rewriter (
Sconfig,
Sappserver-id,
SURLrewriter)
let $log := setup:log(fn:concat (

"Setting URL rewriter ",
$server-name) )

return $config

} catch($e) {
setup:log(Se)
}

}i
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4.6.4 get-security-db function

Because there may be more than one database named “ Security,” the get -security-db function is
used by the install.xgy and uninstall.xqy modules to identify the Security database used by the aamin
app server.

declare function get-security-db(
Sconfig as element (configuration),
Sgroup-name as xs:string,
$server-name as Xs:string)

{

try {

let Sappserver-id := admin:appserver-get-id(
Sconfig,
admin:group-get-id($config, $group-name),
Sserver-name)

return admin:appserver-get-database (
Sconfig,
Sappserver-id)

} catch($e) {
setup:log(Se)
}
Vi

4.6.5 delete-group function

The delete-group function first checksto see whether the specified groups exists. If so, it callsthe
admin:group-delete function to remove the group. This function is not called any function in the
configure-server.xgy module, but could be used by other high-level modules to remove a group
from the configuration.

declare function delete-group (
Sconfig as element (configuration),
SGroupName as xs:string)

{

try {

let sSgroup := xdmp:group ($SGroupName)
(: Get all of the existing groups :)

let $ExistingGroups :=

for $id in admin:get-group-ids(Sconfig)
return admin:group-get-name (Sconfig, $id)
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(: Check to see if group exists. If so, remove the group :)
let S$config :=
if ($GroupName = $ExistingGroups)
then admin:group-delete(Sconfig, S$group)
else sconfig

return S$config

} catch($e) {
setup:log(Se)
}

}i

4.6.6 delete-server function

The delete-server function first checks to see whether the specified app server exists. If so, it
callsthe admin:appserver-delete function to remove the app server.

declare function delete-server (
Sconfig as element (configuration),
$ServerName as xs:string,
Sgroup-name as xs:string)

{

try {
let Sgroup := xdmp:group (Sgroup-name)

(: Get all of the existing servers :)
let SExistingServers :=
for $id in admin:get-appserver-ids ($config)
return admin:appserver-get-name (Sconfig, $id)

(: Check to see if server exists. If so, remove the server :)
let sSconfig :=
if ($ServerName = $ExistingServers)
then admin:appserver-delete (
Sconfig,
admin:appserver-get-id(
Sconfig,
Sgroup,
SServerName) )
else sconfig

return $config

} catch($e) {
setup:log(Se)

}
}i
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4.6.7 set-host function

The set-nhost function calls the admin:host-set-group function to set the host for the specified
group. Thisfunction is not called any function in the configure-server.xgy module, but could be
used by other high-level modules to create another configuration.

declare function set-host (
Sconfig as element (configuration),
Sgroup-name as xs:string,
Shost-name as xs:string)

{

try {

let $group := xdmp:group ($Sgroup-name)
let S$host := xdmp:host ($host-name)

return admin:host-set-group (
Sconfig,
Shost,
Sgroup)

} catch($e) {
setup:log(Se)
}
}i
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4.7 databases.xqy

The databases.xqy module defines functions that call the aamin functions that create, configure,
and remove the forests and databases. The functionsin this module are more “generic” than the
configuration-specific functions in the configure-server.xqy module that call them. Consequently,
the functionsin this module could be applied to avariety of configurations.

The functions in this module are:

* create-forest function

e create-database function

e database configuration functions

* delete-database function

¢ delete-forest function

Each function in this module first checks for the presence of the object it isto create or remove
before taking any action. Thisis done to enable partial changes to be made to the configuration
without the entire transaction failing, as described in “Making Transactions |dempotent” on

page 15.

Before defining the functions, we define this modul€'s namespace as ab and import the following
modules:

xquery version "1.0-ml";
module namespace db = "http://marklogic.com/sampleConfig/database";
declare namespace error = "http://marklogic.com/xdmp/error";

declare namespace xdmpdb = "http://marklogic.com/xdmp/database";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

import module namespace setup =

"http://marklogic.com/sampleConfig/setup-1ib"
at "setup-library.xqy";
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4.7.1 create-forest function

The create-forest function first checks to see whether the specified forest exists. If not, it calls
the admin: forest-create function to create the new forest.

declare function create-forest (
Sconfig as element (configuration),
SNewForest as xs:string)

try {

(: Get all of the existing forests :)
let SExistingForests :=
for $id in admin:get-forest-ids(Sconfig)
return admin:forest-get-name ($Sconfig, $id)

(: Check to see if forest already exists. If not, create new forest :)
let Sconfig :=

if (SNewForest = $ExistingForests)

then sconfig

else

admin:forest-create (

Sconfig,
SNewForest,
xdmp:host (),
")

return $config

} catch($e) {
setup:log(Se)
}
}i

4.7.2 create-database function

The create-forest function first checks to see whether the specified database exists. If not, it
callsthe admin:database-create function to create and configure the new database.

declare function create-database (
Sconfig as element (configuration),
SNewDatabase as xs:string)

try {

let Ssecurity-db := admin:database-get-id(Sconfig, "Security")
let $schema-db := admin:database-get-id(Sconfig, "Schemas")

(: Get all of the existing databases :)
let S$ExistingDatabases :=
for $id in admin:get-database-ids ($Sconfig)
return admin:database-get-name ($Sconfig, $id)
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(: Check to see if database already exists. If not, create new
database :)
let S$config :=

if ($NewDatabase = $ExistingDatabases)

then $config

else

admin:database-create (

Sconfig,
SNewDatabase,
$security-db,
Sschema-db)

return $config

} catch($e) {
setup:log(Se)
}

}i

4.7.3 database configuration functions

The functions in this section configure the new database. The admin:database-get-1id functionis
used to get the id of the database from the configuration. This enables the calling functionsin the
configure-server.xgy module to attach the forests and configure the newly created database before
saving the configuration to MarkL ogic Server. For more details on the operation of
admin:database-get-id and similar functions, see Creating and Configuring Objects in a Single
Transaction.

The following functions attached the forests and add fields and indexes to the database. Aswith
all other functionsin this module, we first check for the presence of an object before creating it.

(: Attach forest to database function :)
declare function attach-forests(
Sconfig as element (configuration),
$dbname as xs:string,
Sforest as xs:string)

{

try {

(: Get all of the forests attached to this database :)
let $AttachedForests :=
admin: forest-get-name (
Sconfig,
(admin:database-get-attached-forests (
Sconfig,
admin:database-get-id($Sconfig, S$dbname)) ))
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(: Check to see if forest is already attached to the database.
If not, attach the forest to the database :)
let S$config :=

if (Sforest = SAttachedForests)

then $config

else

admin:database-attach-forest (

Sconfig,
admin:database-get-id(Sconfig, S$dbname),
admin: forest-get-id($config, $forest) )

return $config

} catch($e) {
setup:log(Se)
}
}i

(: Add field to database function :)
declare function add-field(
Sconfig as element (configuration),
Sdbname as xs:string,
$field as xs:string)
{

try {
let $dbid := admin:database-get-id($config, $dbname)

(: Construct a specification for this field :)
let sfieldspec := admin:database-field($field, fn:false())

(: Get all of the existing fields for this database :)
let $SExistingFields :=
fn:data (admin:database-get-fields(
Sconfig,
$dbid) /xdmpdb: field-name)

(: Check to see if field already exists for this database.
If not, add the field :)
let Sconfig :=
if (sfield = $ExistingFields)
then sSconfig
else
admin:database-add-field (Sconfig, $dbid, $fieldspec)

return $config

} catch($e) {
setup:log(Se)
}
Vi
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(: Add include element to field function :)
declare function add-field-included(
Sconfig as element (configuration),
Sdbname as xs:string,
$field as xs:string,
Sincluded as xs:string)
{

try {

let $dbid := admin:database-get-id(
Sconfig,
Sdbname)

(: Construct a specification for this include element :)

let sfieldspec := admin:database-included-element (
"http://marklogic.com/wikipedia™",
Sincluded,
1.0,

mn
I

nmn
I

n ll)

(: Get all of the existing included elements for this field:)
let $ExistingIncludes :=
fn:data (admin:database-get-field-included-elements (
Sconfig,
s$dbid,
$field) /xdmpdb:localname)

(: Check to see if field already has the included elements.
If not, add the included elements to the field :)
let Sconfig :=
if ($included = $ExistingIncludes)
then sSconfig

else
admin:database-add-field-included-element (
Sconfig,
$dbid,
sfield,
$fieldspec)

return $config

} catch(s$e) {
setup:log(Se)

}
}i

Release 4.2 —October, 2010 Scripting Administrative Tasks Guide—Page 67



MarkLogic Server Sample Configuration Program

(: Add range element index to database function :)
declare function add-range-element-index(

Sconfig as element (configuration),

Sdbname as xs:string,

Stype as xs:string,

Snamespace-uri as xs:string,

S$localname as xs:string)

{

try {

let $dbid := admin:database-get-id(
Sconfig,
Sdbname)

(: Define a new range element index :)
let Srange-index := admin:database-range-element-index (
Stype,
Snamespace-uri,
Slocalname,
"http://marklogic.com/collation/",
fn:false() )

(: Get all of the existing range element indexes for this database :)

let $ExistingREindexes :=
fn:data (admin:database-get-range-element-indexes (

Sconfig,
$dbid) /xdmpdb:localname)

(: Check to see if range element index already exists for this

database.
If not, add the range element index :)

let Sconfig :=

if ($localname = $ExistingREindexes)
then sSconfig
else
admin:database-add-range-element-index (
Sconfig,
$dbid,

Srange-index)
return $config
} catch($e) {
setup:log(Se)

}
}i
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(: Add range element attribute index to database function :)
declare function add-range-element-attribute-index(
Sconfig as element (configuration),
Sdbname as xs:string,
Stype as xs:string,
Sparent -namespace-uri as xs:string,
Sparent-localname as xs:string,
Snamespace-uri as xs:string,
$localname as xs:string,
Scollation as xs:string)
{

try {

let $dbid := admin:database-get-id(
Sconfig,
Sdbname)

(: Define a new range element attribute index :)
let Srange-attribute-index := admin:database-range-element-attrib

ute-index(

stype,

Sparent-namespace-uri,

Sparent-localname,

Snamespace-uri,

Slocalname,

Scollation,

fn:false() )

(: Get all of the existing range element attribute indexes for
this database :)
let $ExistingREAindexes :=
fn:data (admin:database-get-range-element-attribute-indexes (
Sconfig,
$dbid) /xdmpdb:localname)

(: Check to see if range element attribute index already exists for
this database. If not, add the range element attribute index. :)
let Sconfig :=

if (Slocalname = $ExistingREAindexes)
then sSconfig
else
admin:database-add-range-element-attribute-index(
Sconfig,
$dbid,

Srange-attribute-index)
return $config

} catch($e) {
setup:log(Se)
}

}i
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4.7.4 delete-database function

The gelete-database function first checksto see whether the specified database exists. If so, it
callsthe admin:database-delete function to remove the database.

declare function delete-database (
Sconfig as element (configuration),
SDatabaseName as xs:string)

try {
let S$database := admin:database-get-id($config, $DatabaseName)

(: Get all of the existing databases :)
let SExistingDatabases :=
for $id in admin:get-database-ids ($config)
return admin:database-get-name ($Sconfig, $id)

(: Check to see if database exists. If so, remove the database :)
let Sconfig :=

if (SDatabaseName = S$SExistingDatabases)
then admin:database-delete(
Sconfig,

admin:database-get-id(Sconfig, S$DatabaseName))
else sconfig

return $config

} catch($e) {
setup:log(Se)
}

}i
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475 delete-forest function

The delete-forest function first checks to see whether the specified forest exists. If so, it cals
the admin: forest-delete function to remove the forest.

declare function delete-forest (
Sconfig as element (configuration),
SForestName as xs:string)

try {
let S$forest := admin:forest-get-id($config, $ForestName)

(: Get all of the existing forests :)
let SExistingForests :=
for $id in admin:get-forest-ids(Sconfig)
return admin:forest-get-name ($Sconfig, $id)

(: Check to see if forest exists. If so, remove the forest :)
let Sconfig :=

if (SForestName = $ExistingForests)

then admin:forest-delete(
Sconfig,
admin: forest-get-id($Sconfig, $ForestName),
fn:true())

else sconfig
return $config

} catch($e) {
setup:log(Se)
}

}i
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4.8 configure-security.xqy

Callsthe functions in the security module to create new roles and users. Unlike the
configure-server.xqy, Which callsthe aanin functions indirectly through the groups.xqy and
databases.xqy modules, this module calls the security functions directly. Consequently, the
functions in this modul e are specific to the configuration.

The functions in this module are:

e configure-roles function

e configure-users function

* remove-users function

¢ remove-roles function

Each function in this module first checks for the presence of the object it isto create or remove
before taking any action. Thisis done to enable partial changes to be made to the configuration
without the entire transaction failing, as described in “Making Transactions |dempotent” on

page 15.

Before defining the functions, we define this modul€’'s namespace as conf -security and import
the following modules:

xquery version "1.0-ml";

module namespace conf-security=
"http://marklogic.com/sampleConfig/conf-security";

declare namespace error="http://marklogic.com/xdmp/error";

import module namespace setup=
"http://marklogic.com/sampleConfig/setup-1lib"
at "setup-library.xqy";
import module namespace sec="http://marklogic.com/xdmp/security"
at "/MarkLogic/security.xqy";
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4.8.1 configure-roles function

The configure-roles function first checks to see whether the specified roles exist. If not, it calls
the sec:create-role functionsto create the new roles.

declare function configure-roles|()

{

try {
(: Get all of the existing roles :)
let $ExistingRoles := fn:data(/sec:role/sec:role-name)
(: Check to see if role already exists. If not, create new role :)
return (
if ("Sample" = $ExistingRoles)
then " Sample role already exists"
else
sec:create-role (
"Sample",
"Temporary access",
("filesystem-access"),
(xdmp:permission("security", "read")),
("testDocument") ),
if ("Developer" = $ExistingRoles)
then " Developer role already exists"
else
sec:create-role (
"Developer",
"Developer access",
("filesystem-access", "pipeline-execution"),
(xdmp:permission("security", "read"), xdmp:permission("sec
urity", "update")),
("testDocument") ),
if ("Tester" = $ExistingRoles)
then " Tester role already exists"
else
sec:create-role (
"Tester",

"Tester access",
("filesystem-access"),

0.

("testDocument") )

)

} catch($e) {
setup:log(Se)
}

Vi
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4.8.2 configure-users function

The configure-users function first checks to see whether the specified user exists. If not, it calls
the sec:create-user function to create the new user and assign it arole created by the previous
configure-roles function.

declare function configure-users()

{

try {
(: Get all of the existing users :)
let $ExistingUsers := fn:data(/sec:user/sec:user-name)
(: Check to see if user already exists. If not, create new user :)
return (
if ("Jim" = $ExistingUsers)
then " User Jim already exists"
else
sec:create-user (
"Jim",
"Jim the temp",
"newguy",
"Sample",
(xdmp:permission ("security", "read")),

("http://marklogic.com/dev_modules"))
)

} catch($e) {
setup:log(Se)

}
}i

4.8.3 remove-users function

The remove-users function first checks to see whether the specified user exists. If so, it callsthe
sec:remove-user fUNCtion to remove the user.

declare function remove-users ()

{

try {

(: Get all of the existing users :)
let $ExistingUsers := fn:data(/sec:user/sec:user-name)

(: Check to see if user exists. If so, remove user :)
return (
if ("Jim" = $ExistingUsers)
then sec:remove-user ("Jim")
else ()
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} catch(s$e) {
setup:log(Se)
}

}i

48.4 remove-roles function

The remove-roles function first checks to see whether the specified roles exist. If so, it callsthe
sec:remove-role functionsto remove the roles.

declare function remove-roles|()

{

try {

(: Get all of the existing roles :)

let $ExistingRoles := fn:data(/sec:role/sec:role-name)

(: Check to see if role exists. If so,

remove role :)
return (

if ("Sample" = $ExistingRoles)
then sec:remove-role ("Sample")
else (),

if ("Developer" = $ExistingRoles)
then sec:remove-role ("Developer")
else (),

if ("Tester" = $ExistingRoles)
then sec:remove-role("Tester")
else ()

)

} catch($e) {
setup:log(Se)

}
}i
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5.0 Server Maintenance Operations

This chapter describes how to use the Admin API to automate some of the operations you might
want to perform on an existing MarkL ogic Server configuration.

The main topicsin this chapter are:

e  Group Maintenance Operations

* App Server Maintenance Operations

¢ Database Maintenance Operations

* Host Maintenance Operations

e User Maintenance Operations

5.1 Group Maintenance Operations

The operations for creating and deleting groups are described in “ Creating and Configuring
Groups’ on page 30. This section describes how to use the Admin API to automate some of the
operations you might want to perform on an existing group.

Thetopicsin this section are:

Enabling Auditing on a Group

¢ Disabling Auditing on a Group

e Removing Events to be Audited on a Group

¢ Adding a Namespace to a Group

e Returning the Namespace Settings on a Group

¢ Deleting a Namespace from a Group

* Returning the System Log Settings

e Resetting the System Log Settings

e Creating a New Hourly Task

e Deleting all Scheduled Tasks from a Group
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51.1 Enabling Auditing on a Group

Thefollowi ng script enables auditi ng of user-configuration-change and user-role-addition
events on the “Default” group:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()
let s$groupid := admin:group-get-id($config, "Default")

(: Set user-configuration-change and user-role-addition events to be
audited in the “Default” group. :)

let sconfig := admin:group-enable-audit-event-type (
Sconfig,
Sgroupid,
("user-configuration-change", "user-role-addition"))

(: Enable auditing for the “Default” group. :)

return admin:save-configuration (
admin:group-set-audit-enabled ($config, Sgroupid, fn:true()))

5.1.2 Disabling Auditing on a Group
The following script disables auditing of all events on the “Default” group:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $Sconfig := admin:get-configuration ()
let $Sgroupid := admin:group-get-id($config, "Default")

return admin:save-configuration (
admin:group-set-audit-enabled ($config, S$groupid, fn:false()))
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5.1.3 Removing Events to be Audited on a Group

The followi ng script disables auditi ng of user-configuration-change and user-role-addition
events on the “Default” group:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()
let s$groupid := admin:group-get-id($config, "Default")

return admin:save-configuration (
admin:group-disable-audit-event-type (
Sconfig,
Sgroupid,
("user-configuration-change", "user-role-addition")))

514 Adding a Namespace to a Group

The following script creates a new namespace, named “myprefix,” and adds it to the “ Default”
group:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()
let $groupid := admin:group-get-id($config, "Default")

return admin:save-configuration (
admin:group-add-namespace (
Sconfig,
Sgroupid,
admin:group-namespace ("myprefix", "http://myuri/namespace")))

5.1.5 Returning the Namespace Settings on a Group
The following script returns the namespaces set for the “Default” group:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let Sconfig := admin:get-configuration ()
let $Sgroupid := admin:group-get-id($config, "Default")

return admin:group-get-namespaces (Sconfig, S$groupid)
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5.1.6 Deleting a Namespace from a Group
The following script deletes the “ myprefix” namespace from the “ Default” group:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

declare namespace group = "http://marklogic.com/xdmp/group";
let $Sconfig := admin:get-configuration ()
let $Sgroupid := admin:group-get-id($config, "Default")

return admin:save-configuration (
admin:group-delete-namespace (
Sconfig,
Sgroupid,
admin:group-get-namespaces (sconfig, $groupid)
[group:prefix eq "myprefix"]))

5.1.7 Returning the System Log Settings
The following script returns the current system log settings for the “ Default” group:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xgy";

let Sconfig := admin:get-configuration ()
let S$groupid := admin:group-get-id($config, "Default")
return

admin:group-get-system-log-level (Sconfig, S$groupid)

return (
fn:concat ("Log Level Setting: ",
admin:group-get-system-log-level ($config, S$groupid)),
fn:concat ("Number of Log Files Kept: ",
admin:group-get-keep-log-files($config, $groupid)),
fn:concat ("Log File Rotation Frequency: ",
admin:group-get-rotate-log-files(sconfig, S$groupid)))
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5.1.8 Resetting the System Log Settings
The following script resets the system log settings for the “Default” group:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let Sconfig admin:get-configuration ()
let Sgroupid := admin:group-get-id(
Sconfig,
"Default™")

let Sconfig
Sconfig,
Sgroupid,
"debug")

admin:group-set-system-log-level (

let Sconfig := admin:group-set-keep-log-files(
Sconfig,
$Sgroupid,
3)

return admin:save-configuration (
admin:group-set-rotate-log-files(
Sconfig,
Sgroupid,
"friday"))
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5.1.9 Creating a New Hourly Task
The following script creates an hourly scheduled task to invoke the scheduler_test.xgy module
every two hours and adds it to the "Default” group:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()
let stask := admin:group-hourly-scheduled-task(
"Scheduler test.xqgy",
"/Docs",
2,
30,
xdmp:database ("Sample-Database") ,
0,
xdmp :user ("Jim") ,
0)
let Sconfig := admin:group-add-scheduled-task(
Sconfig,
admin:group-get-id($Sconfig, "Default"),
Stask)

return admin:save-configuration(Sconfig)

5.1.10 Deleting all Scheduled Tasks from a Group
The following script deletes al of the scheduled tasks in the "Default” group:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $Sconfig := admin:get-configuration ()
let $Sgroup := admin:group-get-id($config, "Default")
let stasks := admin:group-get-scheduled-tasks ($config, $group)

return admin:group-delete-scheduled-task($config, $group, Stasks)
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5.2

App Server Maintenance Operations

The operations for creating and deleting App Servers are described in “ Creating and Configuring
App Servers’ on page 33. This section describes how to use the Admin API to automate some of
the operations you might want to perform on an existing App Server.

Thetopics are:

5.2.1

Modifying the App Server Root for an HTTP App Server

Chanaing the App Server Root and Cloning the Changed App Server

Enabling SSL on an App Server

Generating a Certificate Request

Importing a Signed Certificate into the Database

Modifying the App Server Root for an HTTP App Server

The following example modifies an App Server configuration by changing its root from the
relative path myRoot {0 the absolute path /space/myRoot.

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let Sconfig := admin:get-configuration/()
let $groupid := admin:group-get-id($config, "Default")
let Sappserverid := admin:appserver-get-id(

Sconfig,

Sgroupid,

"Sample-Server")

let Sconfig := admin:appserver-set-root (
Sconfig,
Sappserverid,
" /space/myRoot")

return admin:save-configuration($config)
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5.2.2

Changing the App Server Root and Cloning the Changed App
Server

The following example does the same thing as the previous example (modifiesthe HTTP App
Server root), and then it also takes that modified configuration and creates another App Server
with the same settings but a different name.

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $Sconfig := admin:get-configuration ()
let $Sgroupid := admin:group-get-id($config, "Default")
let Sappserverid := admin:appserver-get-id(

Sconfig,

Sgroupid,

"Sample-Server")

let $config := admin:appserver-set-root (
Sconfig,
Sappserverid,
" /space/myRoot")

let Sconfig := admin:appserver-copy (
Sconfig,
Sappserverid,
0,
"newHTTPServer",
9021)

return admin:save-configuration(Sconfig)

Thiswill result in both changes to the configuration, the change in root to sampie-server and the
newHTTPServer D€l ng created.

5.2.3

Enabling SSL on an App Server

The Configuring SSL on App Servers chapter in the Administrator’s Guide describes how to use the

Admin Ul to enable SSL on an App Server. The following sections describe how to enable SSL
on an App Server using the Admin and PKI APIs:

Creating a Certificate Template

Generating a Certificate Request

Importing a Signed Certificate into the Database

Setting a Certificate Template on an App Server
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5.2.3.1 Creating a Certificate Template

The following script creates anew certificate template, named newremplate, and insertsit into the
Security database:

xquery version "1.0-ml";
import module namespace pki = "http://marklogic.com/xdmp/pki"
at "/MarkLogic/pki.xgy";

declare namespace x509 = "http://marklogic.com/xdmp/x509";
declare namespace ssl = "http://marklogic.com/xdmp/ssl";
let $x509 :=

<x509:reg>

<x509:version>2</x509:version>

<x509:subject>
<x509:countryName>US</x509: countryName>
<x509:stateOrProvinceName>CA</x509:stateOrProvinceName>
<x509:1localityName>San Carlos</x509:localityName>
<x509:0rganizationName>MarkLogic</x509:0rganizationName>
<x509:0rganizationalUnitName>

Engineering

</x509:0rganizationalUnitName>
<x509 : commonName>my . host . com</x509 : commonName >
<x509:emailAddress>user@marklogic.com</x509:emailAddress>

</x509:subject>

<x509:v3ext>
<x509:nsCertType critical="false">SSL Server</x509:nsCertType>
<x509:subjectAltName>

DNS:marklogic.com, IP:127.0.0.1

</x509:subjectAltName>

</x509:v3ext>

</x509:reqg>

let sSoptions :=
<pki:key-options xmlns="ssl:options">
<key-length>2048</key-length>
</pki:key-options>

return pki:insert-template (
pki:create-template (
"newTemplate",
"Creating a new template",
"rsa",
Soptions,
$x509) )
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5.2.3.2 Generating a Certificate Request

The following script generates a certificate request from the certificate template created in
“Enabling SSL on an App Server” on page 83:

xquery version "1.0-ml";
import module namespace pki = "http://marklogic.com/xdmp/pki"
at "/MarkLogic/pki.xgy";

let stid := pki:template-get-id(
pki:get-template-by-name ("newTemplate"))

return pki:generate-certificate-request (
stid,
0,
"marklogic.com",
"127.0.0.1")

5.2.3.3 Importing a Signed Certificate into the Database

The following script imports the PEM-encoded signed certificate from the Sample_cert.cer file
into the Security database:

xquery version "1.0-ml";
import module namespace pki = "http://marklogic.com/xdmp/pki"
at "/MarkLogic/pki.xgy";

pki:insert-signed-certificates(
xdmp : document -get (
"c:\SignedCertificates\Sample cert.cer",
<options xmlns="xdmp:document-get">
<format>text</formats>
</options>))

Release 4.2 —October, 2010 Scripting Administrative Tasks Guide—Page 85



MarkLogic Server Server Maintenance Operations

5.2.3.4 Setting a Certificate Template on an App Server

The following script sets the PEM-encoded signed certificate in the Security database on the
Sample-Server App Server:

xquery version "1.0-ml";
import module namespace pki = "http://marklogic.com/xdmp/pki"
at "/MarkLogic/pki.xgy";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let sSconfig := admin:get-configuration ()
let SappServer := admin:appserver-get-id(
Sconfig,

admin:group-get-id($config, "Default"),
"Sample-Server")

let stid := pki:template-get-id(pki:get-template-by-name ("mycert"))

return admin:save-configuration (
admin:appserver-set-ssl-certificate-template (
Sconfig,
SappServer,
stid))
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5.3 Database Maintenance Operations

The operations for creating and deleting forests and databases are described in “ Creating and
Configuring Forests and Databases’” on page 21. This section describes how to use the Admin
API to automate some of the operations you might want to perform on an existing database and/or
forest.

Thetopicsin this section are:

* Creating a Database by Cloning an Existing Database Configuration

¢ Returning the Size of the Forests in a Database

¢ Disabling Database Merges

e Deleting Element and Attribute Range Indexes

* Adding a Fragment Root to a Database

e Returning the Fragment Roots Set in a Database

* Deleting a Fragment Root from a Database

¢ Merging the Forests in a Database

e Backing Up a Database

¢ Restoring from a Previous Backup

* Scheduling Forest Backups

e Alerting the Administrator if the Forest Grows Beyond its Maximum Allowable Size

* Rotating Forest Update Types

5.3.1 Creating a Database by Cloning an Existing Database
Configuration

The following example creates a new database with the exact same setup (including index
settings, fragmentation, range indexes, and so on) as an existing database. It uses the
admin:database-copy function to clone the database.

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let Sconfig :

let Sconfig :
Sconfig,
xdmp :database ("myOldDatabase") ,
"myNewDatabase")

admin:get-configuration ()
admin:database-copy (

return admin:save-configuration($config)
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After running this XQuery program, a new database configuration named myNewbatabase IS
created with the same settings as the database named myo1dpatabase. Note that this database will
not have any forests attached to it, as forests can only be attached to a single database.

5.3.2 Returning the Size of the Forests in a Database
The following script returns the size of all of the forestsin the “ Sample-Database” database:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

declare namespace forest = "http://marklogic.com/xdmp/status/forest";

(: Get all of the forests in the “Sample-Database database. :)
for $forests in xdmp:forest-status(

xdmp:database-forests (xdmp:database ("Sample-Database")))

(: Get the remaining disk space for each forest device. :)
let $space := sSforests//forest:device-space

(: Get the name of each forest. :)
let $f name := $forests//forest:forest-name

(: The size of a forest is the sum of its stand sizes. :)
for $stand in Sforests//forest:stands
let $f size := fn:sum(Sstand/forest:stand/forest:disk-size)

(: Return the name and size for each forest and remaining
disk space. :)
return fn:concat (
"Forest Name: ",
fn:string ($f name),
" Forest Size: ",
fn:string ($f size),
" Disk Space Left: ",
Sspace)

5.3.3 Disabling Database Merges
The following script disables merges on the “ Sample-Database” database:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqgy";

let Sconfig := admin:get-configuration/ ()

return admin:save-configuration (
admin:database-set-merge-enable (
Sconfig,
xdmp:database ("Sample-Database"),
fn:false()))
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5.34 Deleting Element and Attribute Range Indexes

Thefollowing script del etes the range element index and the range element attribute index created
in the previous two examples from the “ Sample-Database” database:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()
let $dbid := xdmp:database ("Sample-Database")
let selem-rangespec := admin:database-range-element-index (
"date" ,
" /myco/employees",
"birthday",
fn:false() )

let sSelem-attr-rangespec :=
admin:database-range-element-attribute-index(
"date" ,
" /myco/employees",
"Personal",

mn
1

"birthday hire-date",

mn
1

fn:false())

let sSconfig2 := admin:database-delete-range-element-index (
Sconfig,
$dbid,
Selem-rangespec)

return admin:save-configuration (
admin:database-delete-range-element-attribute-index(
Sconfig2,
$dbid,
Selem-attr-rangespec))
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5.3.5 Adding a Fragment Root to a Database

The following script adds a fragment root specification for the“TITLE” element to the
“Sample-Database” database:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()
let $dbid := xdmp:database ("Sample-Database")
let sfragspec := admin:database-fragment-root (
"/shakespeare/plays",
"TITLE")

return admin:save-configuration (
admin:database-add-fragment-root (
Sconfig,
$dbid,
Sfragspec))

5.3.6 Returning the Fragment Roots Set in a Database

The following script returns the fragment root specifications set in the “ Sample-Database”
database:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()

return admin:database-get-fragment-roots (
Sconfig,
xdmp :database ("Sample-Database") )

5.3.7 Deleting a Fragment Root from a Database

The following script deletes the fragment root specification for the “TITLE” element from the
“Sample-Database” database:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()
let $dbid := xdmp:database ("Sample-Database")
let sfragspec := admin:database-fragment-root (
"/shakespeare/plays",
"TITLE")

return admin:save-configuration (
admin:database-delete-fragment-root (Sconfig, $dbid, $fragspec))
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5.3.8 Merging the Forests in a Database

The following script merges four forests in the database with the specification to not leave any
single stand larger than 50MB. For example, if the forest size is 180 MB, this script would merge
the content into four stands:

xquery version "1.0-ml";
xdmp : merge (

<options xmlns="xdmp:merge">
<merge-max-size>50</merge-max-size>

<forests>
<forest>{xdmp:forest ("myforestl") }</forest>
<forest>{xdmp:forest ("myforest2") }</forest>
<forest>{xdmp:forest ("myforest3") }</forest>
<forest>{xdmp:forest ("myforest4") }</forest>
</forests>
</options>)

5.3.9 Backing Up a Database

Thefollowing script immediately backs up all of the forestsin the “ Sample-Database” database to
the /backup-dir directory:

xquery version "1.0-ml";
xdmp : database-backup (

xdmp :database-forests (xdmp:database ("Sample-Database")),
"c:/backup-dir")

5.3.10 Restoring from a Previous Backup

The following script restores the “ Sample-Database” database from the backup taken on
3/19/2009:

xquery version "1.0-ml";

xdmp :database-restore (
xdmp :database-forests (xdmp:database ("Sample-Database")),
"c:/backup-dir/20090319-1")
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5.3.11 Scheduling Forest Backups

Thefollowing script establishes a backup schedule for all of the forestsin the “ Sample-Database”
database:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

(: Get the configuration :)
let $config := admin:get-configuration/()

(: Set up the backup elements. :)

let sSbackup := admin:forest-weekly-backup (
" /backup-dir",
"friday",
xs:time ("23:00:00"))

(: Get all of the forests in the “Sample-Database” database. :)
for $forest in admin:database-get-attached-forests(

Sconfig,

xdmp :database ("Sample-Database") )

(: Add the backup elements to each forest configuration. :)
return admin:forest-add-backup (

Sconfig,

Sforest,

Sbackup)

5.3.12 Alerting the Administrator if the Forest Grows Beyond its Maximum
Allowable Size

The following script checks the amount of disk space used by the forestsin the
“Sample-Database” database against the available disk space on the forest devices. If the size of a
forest surpasses its maximum allowable size, an event islogged and an email is sent to
urgentemycompany . com. SUCh a script could be executed periodically using the scheduling features
described in Scheduling Tasks in the Administrator’s Guide.

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqgy";

declare namespace forest = "http://marklogic.com/xdmp/status/forest";
(: Get all of the forests in the “Sample-Database” database. :)
for $forests in xdmp:forest-status(

xdmp :database-forests (xdmp:database ("Sample-Database")))

(: Get the remaining disk space for each forest device. :)
let $space := S$forests//forest:device-space
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(: Get the name of each forest. :)
let $f name := $forests//forest:forest-name

(: The size of a forest is the sum of its stand sizes. :)
for $stand in S$forests//forest:stands
let $f size := fn:sum(Sstand/forest:stand/forest:disk-size)

(: The maximum size of the forest is calculated by multiplying the
size of the forest by 3 and comparing that value against the
available disk space - 1000 MB. If the forest grows beyond its
maximum size, log the event and send an email alert to the
administrator. :)

return
if (($f size * 3) > ($space - 1000))

then (xdmp:log(
fn:concat ($f name, " forest space check status: Failed"),
"emergency") ,
xdmp:email (
<em:Message
xmlns:em="URN:ietf:params:email-xml:"
xmlns:rf="URN:ietf:params:rfc822:">
<rf:subject>Forest Space Check Failure</rf:subjects>
<rf:from>
<em:Address>
<em:name>MarkLogic Server</em:name>
<em:adrs>no_return@mycompany.com</em:adrs>
</em:Address>
</rf:from>
<rf:to>
<em:Address>
<em:name>System Administrator</em:name>
<em:adrs>urgent@mycompany.com</em:adrs>
</em:Address>

</rf:to>
<em:content xml:space="preserve">
{fn:concat($f_name, " forest space check status: Failed")}

</em:content>
</em:Message>) )

else (xdmp:log(
fn:concat ($f name, " forest space check status: Passed")))

Release 4.2 —October, 2010 Scripting Administrative Tasks Guide—Page 93



MarkLogic Server Server Maintenance Operations

5.3.13 Rotating Forest Update Types

As described in Making a Forest Delete-Only, in the Administrator’s Guide, there may be
circumstances in which you have multiple forests in a database and you want to manage which
forests change. The following script checks the status of each forest’s update type in the database,
“Sample-Database,” and changes any forest with an update type of a11 t0 delete-on1y and any

forest with an update type of gelete-only t0a11. Such ascript could be executed periodically as
a scheduled task.

Warning Applications that use a database containing dgelete-only forests must specify an
updateable forest in the xdmp : document - insert function. Otherwise an insert to a
document on adelete-only fOrest returns an error.

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

declare namespace forest = "http://marklogic.com/xdmp/status/forest";

(: Get the configuration :)
let $config := admin:get-configuration ()

(: Update the configuration :)
let S$new-config :=

(: Get all of the forests in the “Sample-Database” database. :)
for $forests in xdmp:forest-status(
xdmp:database-forests (xdmp:database ("Sample-Database")))

(: Get the id of each forest. :)
let $f id := $forests//forest:forest-id

(: Get the name of each forest. :)
let $f name := $forests//forest:forest-name

(: Get the updates allowed status of each forest. :)
let $f updates := $forests//forest:updates-allowed

(: Reset the update type for the 'delete-only' forests to 'all' and the
'all' forests to 'delete-only'. Add a log message for each update. :)

return
if ($f updates eq "all")
then (

xdmp:log (fn:concat (
"Setting ",
$f name,
" forest with updates set to ",
$f updates,
" to delete-only")),

xdmp: set (
Sconfig,
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admin: forest-set-updates-allowed (
Sconfig,
St id,
"delete-only")) )

else (
xdmp: log (fn:concat (
"Setting ",
$f name,
" forest with updates set to ",
$f updates,
" forest to 'all'")),

xdmp:set (Sconfig, admin:forest-set-updates-allowed (
Sconfig,
Sf id,
"allm™))
)

return admin:save-configuration(Sconfig)

The example script below does the same thing as the above script using a different approach. The
script above creates and sets the configuration once for each forest. The script below uses a
function that returns a single configuration for all of the forestsin the database. Though the script
below contains more complex logic, it represents the type of script you would want to usein a
production environment:

xquery version "1.0-ml";
declare namespace forest = "http://marklogic.com/xdmp/status/forest™";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

(: Function accepts the empty configuration sequence and list of
forests and returns the final configuration. :)

declare function local:change-update-types (
Sconfig as element (configuration) *,
Sforests as xs:unsignedLong*) as element (configuration)

{

(: The first time through the loop, get the configuration. After that,
continue to build on the modified configuration. :)
if (fn:empty(sSconfig))

then xdmp:set ($Sconfig, admin:get-configuration())

else (),

(: Reset the update type for the 'delete-only' forests to 'all' and

the 'all' forests to 'delete-only'. When complete, return the
configuration. :)
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(: Determine whether there are remaining forests. If not, return
the final configuration. :)

if (fn:count (sSforests) 1t 1)
then ($config)

(: Convert the update type for the next forest in the sequence. Add a
log message for each conversion. :)
else (
let $f updates :=
xdmp : forest-status (Sforests[1])//forest:updates-allowed
let Sname := xdmp:forest-name ($forests[1l])
return (

if ($f updates eqg "all")

then (
xdmp: log (fn:concat (
"Setting ",
Sname,
" forest with updates set to ",
$f updates,
" to delete-only")),

xdmp:set (Sconfig, admin:forest-set-updates-allowed (
Sconfig,
Sforests[1],
"delete-only")))

else (
xdmp:log (fn:concat (
"Setting ",
Sname,
" forest with updates set to ",
$f updates, " forest to 'all'")),

xdmp:set (Sconfig, admin:forest-set-updates-allowed (
Sconfig,

Sforests|[1],
llallll))),

(: Function calls itself for each remaining forest in the sequence. :)

local:change-update-types (Sconfig, $forests[2 to last()])
)
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(: Main :)
(: Define Sconfig as an empty sequence. The function uses this as a
flag to determine whether or not to get the initial configuration.

let $config := ()

(: Obtain the id of each forest in the database. :)

let $forests :=
xdmp :database-forests (xdmp:database ("Sample-Database"))

(: Call the change-update-types function and set the returned

configuration. :)
return admin:save-configuration (

local:change-update-types (Sconfig, $forests))
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5.4 Host Maintenance Operations

This section describes how to use the Admin API to automate some of the operations you might
want to perform on an existing host.

Thetopicsin this section are:

¢ Returning the Status of the Host

¢ Returning the Time Host was Last Started

¢ Restarting MarkLogic Server on all Hosts in the Cluster

541 Returning the Status of the Host
The following script returns the current status of the local host:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $Sconfig := admin:get-configuration ()

return xdmp:host-status(
admin:host-get-id($config, xdmp:host-name()))

54.2 Returning the Time Host was Last Started
The following script returns the time the local host was last started:

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xgy";

declare namespace host = "http://marklogic.com/xdmp/status/host";
let Sconfig := admin:get-configuration/ ()

for $i in (xdmp:host-status(
admin:host-get-1id(
Sconfig,
xdmp:host-name ()))) //host:last-startup
return
fn:string($i)
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5.4.3 Restarting MarkLogic Server on all Hosts in the Cluster

The following script restarts MarkLogic Server on al of the hosts in the cluster that contains the
host invoking the script (including the invoking host):

xquery version "1.0-ml";
import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

declare namespace host="http://marklogic.com/xdmp/status/host";

let shostids := for $id in xdmp:host-status (xdmp:host ())
/host:hosts//host :host/host:host-id
return fn:data($id)

return admin:restart-hosts ($hostids)

5.5 User Maintenance Operations

This section describes the user and role maintenance operations that make use of the functionsin
the security.xqy library module. All callsto functionsin the security.xqy library module must
be executed against the Security database. For information on how to execute queries to databases
other than the one set for your App Server, see “Executing Queries in Select Databases’ on

page 20.

Thetopicsin this section are:

* Removing all Users with a Specific Role

¢ Removing a Specific Role, if Present

* Retrieving the Last-Login Information

55.1 Removing all Users with a Specific Role
The following script removes all users assigned the role, temporary:

(: run this against the Security database :)

xquery version "1.0-ml";

import module "http://marklogic.com/xdmp/security"
at "/MarkLogic/security.xqy";

for $user in fn:data(//sec:user-name)

return
if (fn:matches (sec:user-get-roles(Suser), "Temporary"))
then (fn:concat ("Removed: " Suser), sec:remove-user (Suser))
else ()
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5.5.2 Removing a Specific Role, if Present
The following script removes therole, Temporary, if present:

xquery version "1.0-ml";
import module "http://marklogic.com/xdmp/security"
at "/MarkLogic/security.xqy";

for $role in fn:data(//sec:role-name)

return
if (fn:matches($role, "Temporary"))
then (fn:concat ("Removed: ", Srole),
sec:remove-role ("Temporary") )
else ()

return admin:save-configuration (
admin:database-add-range-element-attribute-index (
Sconfig,
$dbid,
Srangespec) )

5.5.3 Retrieving the Last-Login Information

The xdmp :user-1last-login function returns an XML node with information about the |ast
successful login, last unsuccessful login, and the number of unsuccessful login attempts for auser.
If thereis no last-login database configured, then the function returns the empty sequence.

Thefollowing isavery smple program that demonstrates how to use this information to add a

message to your application. It uses the display-last-login field to determine whether to display
anything.

xquery version "1.0-ml";
declare namespace 1ll="http://marklogic.com/xdmp/last-login";

let slast := xdmp:user-last-login/()
return
( 1f ($last/ll:display-last-login/text () eqg "true")
then ( fn:concat ("You are logged in as the user '"
xdmp :get-current-user (),
" (v, fn:data($last/ll:user-id), ") "
"who last successfully logged in on ",
$last/11:last-successful-login, ".") )
else () )

7

7

This script returns output similar to the following:

You are logged in as the user 'Jim' (893641345095093063) who last
successfully logged in on 2008-07-15T16:13:54-07:00.
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6.0 Scripting Content Processing Framework (CPF)
Configuration

The MarkLogic Server Content Processing Framework (CPF) is described in detail in the Content
Processing Framework Guide Guide. This chapter describes how to use the CPF API to
programmatically configure CPF. The main topicsin this chapter are:

e General Procedure for Configuring CPE

e Creating CPF Pipelines

¢ |nserting Existing CPF Pipelines

e Creating a CPF Domain

e Configuring a CPF Restart Trigger

Note: All queries must be executed on the database that stores your triggers. Though
MarkLogic Server provides a preconfigured Triggers database that contains the
out-of-the box triggers, the examples in this chapter assume you are configuring
your own triggers database. If you decide to use the triggers from the
preconfigured Triggers database, you only need to create your domain, as
described in “ Creating a CPF Domain” on page 105.

6.1 General Procedure for Configuring CPF

When using the Admin Interface, you can select the Install tab in the Content Processing
Summary pageto “install” CPF:

TR II@ Help

Diomains (nda) — Execution and application scope configuration Fipelines (nia) — Availzble content processing application processes

Content Processing is not installed on scratch Content Processing is not installed on scratch

To install Content Processing, click the Install tab abowe.

Theterm “install” isabit of amisnomer. What really happensisthat MarkLogic Server installs
the out-of-the-box pipelines, creates arestart trigger, creates a default domain, and assigns some
default pipelines to the default domain. When doing this, the Admin Interface makes certain
assumptions about how to configure CPF. One of the reasons for using the CPF API to configure
CPF isthat you can control which pipelines are installed and configured for adomain, as well as
the restart trigger user, permissions, and evaluation context.
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This section describes the general procedure for configuring CPF on atriggers database. The
general steps are:

» Create CPF pipelines, as described in Creating CPF Pipelines. If you are configuring CPF
with existing pipelines, insert them into the triggers database, as described in Inserting
Existing CPF Pipelines.

¢ Create CPF domains, as described in Creating a CPF Domain.

» Configure a CPF restart trigger, as described in Configuring a CPF Restart Trigger.

6.2 Creating CPF Pipelines

CPF Pipelines are described in detail in Understanding and Using Pipelines in the Content
Processing Framework Guide Guide. This section describes how to use the CPF API to create a
Status Change Handling pipeline, which is required for most CPF operations.

The following query is executed against the triggers database used by the content database.

xquery version "1.0-ml";

import module namespace dom = "http://marklogic.com/cpf/domains"
at "/MarkLogic/cpf/domains.xqy";

import module namespace p = "http://marklogic.com/cpf/pipelines"
at "/MarkLogic/cpf/pipelines.xqy";

let $success := xs:anyURI ("http://marklogic.com/states/replicated")
let $failure xs:anyURI ("http://marklogic.com/states/error")

return (
(: Create the Status Change Handling Pipeline :)

p:create (
"Status Change Handling",
"Status Change Handling Pipeline",
p:action("/MarkLogic/cpf/actions/success-action.xqgqy", (), (1)),
p:action("/MarkLogic/cpf/actions/failure-action.xqgqy", (), ()),

(p:status-transition (

"created",

"New document entering the system: kick it into the appropriate
initial state. If is has an initial state, go to that state. If it
doesn't, go to the standard initial state and set the initial
timestamp. ",

xs:anyURI ("http://marklogic.com/states/initial"),

(0,

100,

p:action("/MarkLogic/cpf/actions/set-updated-action.xqy", (), ()),

(p:execute (
p:condition (
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"/MarkLogic/cpf/actions/renamed-1links-condition.xqgy",
(),
0 ),

p:action(
"/MarkLogic/cpf/actions/link-rename-action.xqgy",

0,

p:execute (

p:condition (
"/MarkLogic/cpf/actions/existing-state-condition.xqgy",
(),
0 ),

p:action (
"/MarkLogic/cpf/actions/touch-state-action.xqgy",
(),

p:status-transition (
"deleted",
"Clean up dangling links and dependent documents from deleted
documents. ",
0,
o
100,
p:action(
"/MarkLogic/cpf/actions/link-coherency-action.xqy",
0,

p:status-transition (
"updated",
"Update the document time stamp and shift to the updated state. ",
xs:anyURI ("http://marklogic.com/states/updated"),
0,
100,
p:action("/MarkLogic/cpf/actions/set-updated-action.xqy", (), ()),
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6.3 Inserting Existing CPF Pipelines

If you have pipeline configuration in the form of an XML file, then you can usethep: insert
function to insert the pipeline into a triggers database. For example, the pipelines shipped with
MarkLogic Server arelocated in the /Markrogic/Installer directory. This section describes how
to use thep: insert function to insert the Flexible Replication and the Status Change Handling
pipelines into atriggers database.

Note: The Flexible Replication and the Status Change Handling pipelines are the two
pipelines required to configure flexible replication. They must be inserted into a
triggers database and assigned to adomain before using the f1exrep API functions
to configure flexible replication, as described in “ Scripting Flexible Replication
Configuration” on page 107.

The following query is executed against the triggers database used by the content database.
xquery version "1.0-ml";

import module namespace dom = "http://marklogic.com/cpf/domainsg"
at "/MarkLogic/cpf/domains.xqy";

import module namespace p = "http://marklogic.com/cpf/pipelines"
at "/MarkLogic/cpf/pipelines.xqy";

let s$flexrep-pipeline :=
xdmp : document -get ("Installer/flexrep/flexrep-pipeline.xml")

let Sstatus-pipeline :=
xdmp : document -get ("Installer/cpf/status-pipeline.xml")

return (

p:insert (Sflexrep-pipeline),
p:insert (Sstatus-pipeline) )
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6.4 Creating a CPF Domain

CPF Domains are described in detail in Understanding and Using Domains in the Content
Processing Framework Guide Guide. This section describes how to create a new CPF domain. If
you have aready created the pipelines to be used by the domain, then you can specify themin
your dom: create function. Otherwise you can add the pipelines to the domain by means of the
dom:add-pipeline OF dom:set-pipelines function.

Thefollowing query creates adomain named Replication Content. The scope of the domain isthe
root directory of the content database that uses the domian. The evaluation context is the root
directory of the Modules database. The pipelines assigned to the domain are Flexible Replication
and the Status Change Handling. The domain can be read and executed by the user, app-user.
This query is executed against the triggers database used by the content database.

xquery version "1.0-ml";

import module namespace dom = "http://marklogic.com/cpf/domains"
at "/MarkLogic/cpf/domains.xqy";

import module namespace p = "http://marklogic.com/cpf/pipelines"
at "/MarkLogic/cpf/pipelines.xqy";

dom:create (

"Replicated Content™",
"Handle replicated documents",
dom:domain-scope (

"directory",

",

"infinity"),
dom:evaluation-context (

xdmp :database ("Modules") ,

",
(p:get ("Status Change Handling")/p:pipeline-id,
p:get ("Flexible Replication")/p:pipeline-id),
(xdmp:permission('app-user', 'read'),
xdmp:permission('app-user', 'execute') )

Release 4.2 —October, 2010 Scripting Administrative Tasks Guide—Page 105



MarkLogic Server Scripting Content Processing Framework (CPF) Configuration

6.5 Configuring a CPF Restart Trigger

CPF is designed so that, if the server or database goes offline, it will pick up whereit left off. In
order to resume from where it left off, CPF needs to have arestart trigger configured on the
triggers database used by the content database. There is only one restart trigger for each triggers
database.

After you have created your piplelines and domains, call the dom: configuration-create function
to configure your database with arestart trigger. The restart trigger needs to associated with a
particular user, an evaluation context, and a default domain. Unlike other CPF triggers that obtain
their evaluation context from a domain, the restart trigger obtains its execution context from the
CPF configuration. All the restarted actions are executed as the restart-user. The restart user
should have the cpt-restart role, aswell asall of the permissions and privileges that normal
users have on the documents.

The following query configures arestart trigger. The restart user is ceruser, the default domainis
Replicated Content, and the evaluation context isthe root directory of the Modules database. This
query is executed against the triggers database used by the content database.

xquery version "1.0-ml";

import module namespace dom = "http://marklogic.com/cpf/domainsg"
at "/MarkLogic/cpf/domains.xqy";

dom:configuration-create (
"CPFuser",
dom:evaluation-context ( xdmp:database ("Modules"), "/" ),
fn:data(dom:get ("Replicated Content")/dom:domain-id),
(xdmp :permission ('app-user', 'read'),
xdmp:permission ('app-user', 'execute') ) )
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7.0

Scripting Flexible Replication Configuration

This chapter describes how to use the Flexible Replication API to configure flexible replication.
For details on flexible replication, see the Flexible Replication Guide. The main topicsin this
chapter are:

7.1

Preliminary Configuration Procedures

Configuring the Master Database

Creating a Replication Configuration Element

Creating a Replication Target

Creating a Push Replication Scheduled Task

Configuring Pull Replication

Preliminary Configuration Procedures

The procedures described in this chapter assume you have done the following configuration on
MarkLogic Server:

1.

Create three new forests:

. MasterForest
e MyTriggersForest

e ReplicaForest

The MasterForest and MyTriggersForest must be on the same server. For details on how to
create forests, see “ Creating Forests and Databases’ on page 22.

Create three new databases;

e Master
e MyTriggers
e Replica

The Master and MyTriggers databases must be on the same server. For details on how to
create databases, see “Creating Forests and Databases’ on page 22.

Attach the forests to the databases:

®* MasterForest {OMaster
®* MyTriggersForest 1O MyTriggers

®* ReplicaForest O Replica

For details on how to attach forests to databases, see “ Attaching Forests to Databases’ on
page 23.
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4, Configure the Master database to use the My Triggers database as its Triggers Database:

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let Sconfig := admin:get-configuration ()

let Sconfig := admin:database-set-triggers-database (
Sconfig, xdmp:database ("Master"),
xdmp :database ("MyTriggers"))

return admin:save-configuration(Sconfig)

5. For the MyTriggers database:

* Insert aFlexible Replication pipeline and a Status Change Handling pipeline, as
described in “Inserting Existing CPF Pipelines’ on page 104.

» Create a CPF domain, named Replicated Content, that uses the Flexible
Replication and Status Change Handling pipelines, as described in “Creating a
CPF Domain” on page 105.

6. Create two HTTP App Servers with the following settings

Server Name Root Port Database
Master-flexrep FlexRep 8010 Master
Replica-flexrep | FlexRep 8011 Replica

For details on how to use the Admin API to create App Servers, see“Creating an App
Server” on page 34.
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7.2 Configuring the Master Database

The f1exrep:configure-database function createsthe indexes needed by the Master database for
CPF based replication.

xquery version "1.0-ml";
import module namespace flexrep =
"http://marklogic.com/xdmp/flexible-replication"

at "/MarkLogic/flexrep.xqy";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let sSconfig

admin:get-configuration ()

let sSconfig
Sconfig,
xdmp:database ("Master") )

flexrep:configure-database (

return admin:save-configuration(Sconfig)
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7.3 Creating a Replication Configuration Element

Most of the Flexible Replication API functions require areplication configuration element for
each replicated domain. You create areplication configuration element by calling the
flexrep:configuration-create function and insert it into the database by calling the
flexrep:configuration-insert function.

The following query creates a new replication configuration element for the Replication Content
domain and insertsit into the database. This query is executed against the Master database, so an
xdmp:eval function isused to obtain the domain ID from the MyTriggers database.

xquery version "1.0-ml";

import module namespace flexrep =
"http://marklogic.com/xdmp/flexible-replication"
at "/MarkLogic/flexrep.xqy";

(: Obtain the id of the replicated CPF domain from the
Triggers database. :)

let Sdomain:= xdmp:eval (

'xquery version "1.0-ml";

import module namespace dom = "http://marklogic.com/cpf/domains"
at "/MarkLogic/cpf/domains.xqy";

fn:data(dom:get ( "Replicated Content" )//dom:domain-id)',

0,

<options xmlns="xdmp:eval"s>
<database>{xdmp:database ("MyTriggers") }</database>

</optionss>)

(: Create a replication configuration for the Replicated
Content domain. :)

let sScfg := flexrep:configuration-create ($domain)
(: Insert the replication configuration element into the database. :)

return flexrep:configuration-insert (scfg)
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7.4 Creating a Replication Target

This section describes how to use the fi1exrep:target-create function to create areplication

target. The following query is executed against the Master database, SO an xdmp:eval functionis
used to obtain the domain id from the MyTriggers database.

xquery version "1.0-ml";

import module namespace flexrep =
"http://marklogic.com/xdmp/flexible-replication"
at "/MarkLogic/flexrep.xgy";

(: Obtain the id of the replicated CPF domain from the
Triggers database. :)

let $domain:= xdmp:eval (
'xquery version "1.0-ml";
import module namespace dom = "http://marklogic.com/cpf/domains"
at "/MarkLogic/cpf/domains.xqgy";

fn:data(dom:get ( "Replicated Content" )//dom:domain-id) ',
(),

<options xmlns="xdmp:eval">

<database>{xdmp:database ("MyTriggers") }</database>
</optionss>)

(: Obtain the replication configuration. :)
let $cfg := flexrep:configuration-get ($domain, fn:true())

(: Specify the HTTP options for the replication target. :)

let s$http-options :=
<flexrep:http-options
xmlng:flexrep="http://marklogic.com/xdmp/flexible-replication">
<http:authentication xmlns:http="xdmp:http">
<http:username>admin</http:username>
<http:password>admin</http:passwords>
</http:authentication>
<http:client-cert xmlns:http="xdmp:http"/>
<http:client-key xmlns:http="xdmp:http"/>
<http:pass-phrase xmlns:http="xdmp:http"/>
</flexrep:http-options>
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(: Create the replication target. :)

let $cfg := flexrep:target-create
sctg,
"Replica",
"http://localhost:8011/",
60,
300,
10,
fn:true(),
Shttp-options,
fn:false (),

0,
0

(: Insert the changes to the replication configuration. :)

return flexrep:configuration-insert (scfg)

7.5 Creating a Push Replication Scheduled Task

This section describes how to use the scheduler functions to create a scheduled replication push
task. The following query is executed against the Master database.

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()

(: Define a "“minutely” scheduled task to push replication
each minute. :)

let stask := admin:group-minutely-scheduled-task(
"/MarkLogic/flexrep/tasks/push.xqy",
"Modules",
1,
xdmp :database ("Master") ,
0,

xdmp :user ("admin") ,
admin:host-get-id($config, xdmp:host-name())
(: Add the scheduled task to the Default group. :)
let sSconfig:= admin:group-add-scheduled-task(
Sconfig,
admin:group-get-id($Sconfig, "Default"),
Stask)

return admin:save-configuration(Sconfig)
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7.6  Configuring Pull Replication

This section describes how to configure a Replica database to retrieve replication updates from
the Master database. The procedures are:

¢ Disabling Push Replication on the Master Database

e Creating a Pull Replication Configuration

* Creating a Pull Replication Scheduled Task

7.6.1 Disabling Push Replication on the Master Database

Before configuring Pull Replication on the Replica database, you must disable Push Replication
on the Master database. The following query is executed against the Master database.

xquery version "1.0-ml";

import module namespace flexrep =
"http://marklogic.com/xdmp/flexible-replication"
at "/MarkLogic/flexrep.xgy";

(: Obtain the id of the replicated CPF domain from the
Triggers database. :)

let $domain:= xdmp:eval (

'xquery version "1.0-ml";

import module namespace dom = "http://marklogic.com/cpf/domains"
at "/MarkLogic/cpf/domains.xqgy";

fn:data(dom:get ( "Replicated Content" )//dom:domain-id) ',

0,

<options xmlns="xdmp:eval">
<database>{xdmp:database ("MyTriggers") }</database>

</options>)

(: Obtain the replication configuration. :)

let $cfg := flexrep:configuration-get ($domain, fn:truel())
(: Obtain the replication target id. :)

let Starget-id := flexrep:configuration-target-get-id(

scfg,
"Replica")

Release 4.2 —October, 2010 Scripting Administrative Tasks Guide—Page 113



MarkLogic Server Scripting Flexible Replication Configuration

(: Disable Push Replication on the replication target. :)

let scfg := flexrep:configuration-target-set-enabled (
sctg,
Starget-id,
fn:false())

(: Insert the replication configuration element into the database. :)

return flexrep:configuration-insert (scfg)

7.6.2 Creating a Pull Replication Configuration

Pull Replication requires a pull replication configuration element for each replicated domain. You
create a pull replication configuration element by calling the f1exrep:pull-create function and
insert it into the database by calling the f1exrep:pull-insert function.

The following query is executed against the Replica database, which is most likely running on a
different server than the Master database. As a consequence, you will need to first obtain the
domain ID from the master database and the target ID from the master’s triggers database.

xquery version "1.0-ml";

import module namespace flexrep =
"http://marklogic.com/xdmp/flexible-replication"
at "/MarkLogic/flexrep.xqy";

(: Specify the id of the replicated CPF domain obtained from the
Master’s Triggers database. :)

let Sdomain:= 9535475951259984368

(: Specify the id of the replication target obtained from the
Master database. :)

let Starget-id := 18130470845627037840
(: Specify the HTTP options for the replication target. :)

let sShttp-options :=
<flexrep:http-options
xmlns:flexrep="http://marklogic.com/xdmp/flexible-replication">
<http:authentication xmlns:http="xdmp:http">
<http:username>admin</http:username>
<http:password>admin</http:password>
</http:authentication>
<http:client-cert xmlns:http="xdmp:http"/>
<http:client-key xmlns:http="xdmp:http"/>
<http:pass-phrase xmlns:http="xdmp:http"/>
</flexrep:http-options>
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let spullconfig := flexrep:pull-create
"Master",
Sdomain,
Starget-id,
"http://localhost:8010/",
Shttp-options)

(: Insert the pull configuration into the Replica database. :)

return flexrep:pull-insert ($pullconfig)

7.6.3 Creating a Pull Replication Scheduled Task

This section describes how to use the scheduler functions to create a scheduled replication pull
task. The following query is executed against the Replica database.

xquery version "1.0-ml";

import module namespace admin = "http://marklogic.com/xdmp/admin"
at "/MarkLogic/admin.xqy";

let $config := admin:get-configuration/()

(: Define a "“minutely” scheduled task to pull updates from the
Master database each minute. :)

let stask := admin:group-minutely-scheduled-task(
"/MarkLogic/flexrep/tasks/pull.xqgy",
"Modules",
1,
xdmp:database ("Replica"),
0,

xdmp :user ("admin") ,
admin:host-get-id($config, xdmp:host-name())
(: Add the scheduled task to the Default group. :)
let sSconfig:= admin:group-add-scheduled-task(
Sconfig,
admin:group-get-id($Sconfig, "Default"),

Stask)

return admin:save-configuration(Sconfig)
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8.0 Technical Support

MarkL ogic provides technical support according to the terms detailed in your Software License
Agreement or End User License Agreement. For evaluation licenses, MarkLogic may provide
support on an “as possible” basis.

For customers with a support contract, we invite you to visit our support website at
http:/support.marklogic.com t0 access information on known and fixed issues.

For complete product documentation, the latest product release downloads, and other useful
information for developers, visit our developer site at http://developer.marklogic.com.

If you have questions or comments, you may contact MarkLogic Technical Support at the
following email address:

support@marklogic.com

If reporting a query evaluation problem, please be sure to include the sample X Query code.
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